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1 OPC UA Server

This document describes how to create and configure an Open Platform Communications Unified Architecture
(OPC UA) Server on a PCMM2G controller and how to verify communication using various OPC UA client
applications.

o This is the successor of the former OPC specifications.
 ltis a standardized machine to machine communication protocol for industrial automation.
 ltis developed and maintained by the OPC Foundation.
« When configured, the OPC UA driver enables secure communication using digital certificates and data
encryption.

1.1 OPC UA Server Overview

The OPC UA Server is a platform-independent, service-oriented architecture designed for secure and reliable
data exchange in industrial automation environments.

The OPC UA Server acts as a central communication hub, enabling seamless interoperability between devices,
systems, and applications.

L IMPORTANT
This feature is specific for PCMM2G only.

NOTE

Videos of these features are here: PCMM2G OPC UA Server Setup in KAS-IDE.

1.1.1 Key Features

o Cross-Platform: Operates across Windows, Linux, and embedded systems.

» Data Modeling: Supports complex data structures and semantic information.

» Scalability: Suitable for small devices to enterprise-level systems.

» Security: Built-in encryption, authentication, and user access control.

» Standardized Communication: Facilitates consistent data exchange across heterogeneous systems.

Typical Use Cases

o Industrial lIoT applications

o Machine-to-machine communication
» Remote monitoring and diagnostics
o SCADA and MES integration

1.1.2 OPC UA Server Configuration
See "OPC UA - Fieldbus Configuration” (= p. 4).

1.1.3 OPC UA Communications using External Software

These topics describe how to establish OPC UA communications using external software tools:

o "OPC UA - Establish a Connection using UaExpert" (= p. 22).
o "OPC UA - Establish a Connection using Exor HMI" (= p. 52).
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2 OPC UA - Fieldbus Configuration

"OPC UA - Create New Driver Configuration" (= p. 5)
"OPC UA - Insert an Endpoint" (= p. 8)

"OPC UA - Insert a Group" (= p. 10)

"OPC UA - Insert a Variable" (= p. 12)

"OPC UA - Add TAG(s)* dialog box" (= p. 64)

See Also

"OPC UA - Add Multiple Groups and Variables to the Driver Configuration" (= p. 15)
"OPC UA - Move Variables" (= p. 19)

"OPC UA - Remove Variables" (= p. 20)

"OPC UA - Endpoint dialog box" (= p. 69)
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2.1 OPC UA - Create New Driver Configuration

Start the KAS-IDE.
Create a new project or open an existing KAS project.
In the Project Explorer, double-click the Fieldbus node to open the Fieldbus Editor.

A L=

On the vertical toolbar, click the Insert Network (Configuration) button (). (Figure 2-1)

= Koll ion Suite | Development Environment (version 4.05.0.96713) - X
File Edit View Tools Window Help

ia@MmiC o R EEI®[A BRSO OALSSiny mEH G QR

Project Explorer 8 x FieldBus Editor [x]
Project View P m— Name [Vaie

Name Type
v & System Sinope -8
v 1@ Controller [192.168.0.101] PCMM2G [N
v I PIC g
> [§ Programs &
> s Subprograms v
“§ Defines
v 3 Motion
> i Profiles
> @3 PLCopen PLCopen
@ Controller Onboard I/O
== EtherCAT
[ References
#& Fieldbus
& Control Panel Panel
[ FaultReportPanel Panel
€D KVBProject KVB 2

Project Explorer | Dictionary | Libraries |

Figure 2-1: Insert Network (Configuration) button

The Add Configuration dialog box opens.
5. Inthe Select a configuration tree, select OPC UA Server. (Figure 2-2)

®m Add Configuration

—Select a configuration

I

Al

f1- EthemetIP (ODVA) ol
E OPCUA

e OFC UA Server

- Profinet 10

Figure 2-2: Add Configuration dialog box - OPC UA Server selected

6. Click OK to save the changes or selections and close the dialog box.
The "OPC UA - Server dialog box" (= p. 76) opens. (Figure 2-3)
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| Server X
Name:
URE: |
Settings

Max. sessions 2 3: (1-100)

Max. Subscriptions per session: 3 3: (0-100)

Max. Monitored Ttem per subscription: 100 3: (0 - 655333)

Max. PublishRequest per session: 10 3: (1-100)

Max. DataChangedValue per MonitoredItem: 10 3: (1-100)

Security settings
[ Use certificates

| PrI/CA

|t5u:upcua.u:|er

|t5u:upcua.pem

Authentication settings

[v Anonymous

User name |

-

Password |

[ Certificate

Trace level: |N0 tracing ﬂ

Default 0 | Cancel

Figure 2-3: Server dialog box

-~

7. Inthe Name text box, enter a name for this specific server configuration.
8. Inthe URI text box, enter the URL used for the certificate authentication.

NOTE

Leave this text box blank to use the PCMM2G assigned default URL.

9. Optional: In the Settings section, accept the defaults or:

« Inthe Max. Sessions spin box, enter the maximum number of simultaneously connected OPC UA
client sessions.

« Inthe Max. Subscriptions per session spin box, enter the maximum number of subscription groups a
client can create per session.

« In the Max. Monitored Item per subscription spin box, enter the maximum number of items that can
be monitored within a single subscription.

« In the Max. Publish Request per session spin box, enter the maximum number of active publish
requests per session.

« Inthe Max. Data Changed Value per Monitored Item spin box, enter the maximum number of value
changes stored in memory for each Monitored Item.
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10. Optional: In the Security settings section, click the Use certificates check box to use digital certificates for
data encryption between the server and client.
When selected, the text boxes of this section are activated.

* TIP

Kollmorgen recommends accepting the defaults in the Security settings section to use self-signed
certificates.

« Inthe Certificates path text box, enter the relative directory path where the certificates are stored.
« Inthe Server certificate text box, enter the filename of the server certificate used for encryption.
« Inthe Server private key text box, enter the filename of the server private key used for encryption.

(CIMPORTANT

« When the Use Certificates option is enabled, an SSL server certificate must be installed on
the PCMM2G controller.
« The PCMM2G supports self-signed certificates only for secure communication with
external OPC UA client applications.
« Forinstructions on generating a self-signed server certificate, see:
o Certificates tab - Create SSL Server Certificate (Self-Signed).
o To establish a successful OPC UA connection, the SSL client certificates of each OPC UA
client application must also be uploaded to the PCMM2G controller.
o See Certificates tab - Upload SSL Client Certificate.
11. In the Authentication settings section:
 Click the Anonymous check box to use non-encrypted communications.
o Click the User name/Password check box to activate the User name and Password text boxes.
« Click the Certificate check box so the server allows the client to authenticate with a certificate.
« The Certificate check box is used in conjunction with the "OPC UA - Server dialog box" (= p.
76), Security settings section - Use certificates check box.
12. Click the Trace Level list box arrow and select the log level for OPC UA Server Runtime Service messages
written to the controller log output.
See Log Messages tabs.
13. Click OK to save the changes or selections and close the dialog box.
The Fieldbus Editor returns with the added OPC UA Server node. (Figure 2-4)

= Koll ion Suite D Environment (version 4.05.0.96713)

=l X
File Edit View Tools Window Help
iaMimc oo R @ERAXBALISS> 0 0AS Sy mBDGi0R
Project Explorer -3 FieldBus Editor* a

Project View

Name Type
v @ System Sinope
v @ Controller [192.168.0.101] PCMM2G
v [ PLIC
¥ Programs
3 Subprograms
§ Defines
v 3 Motion
% Profiles
@ PLCopen PLCopen
@ Controller Onboard 1/0 [TCPIPAG.. [Port  [Securys... |
== EtherCAT
@ References
& Fieldbus
& Control Panel Panel
[ FaultReportPanel Panel
1 KVBProject KVB 2

Project Explorer | Dictionary | Libraries |

Figure 2-4: Fieldbus Editor with the added OPC UA Server node
14. Continue with "OPC UA - Insert an Endpoint" (= p. 8).
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2.2 OPC UA - Insert an Endpoint

1. Inthe Fieldbus Editor tree, select OPC UA Server.
The Insert Master/Port button in the vertical toolbar is activated. (Figure 2-5)

- ion Suite D i (version 4.05.0.96713) - X
File Edit View Tools Window Help
Pa@Mmi oo R @E|e|dem e ss o 0iaissine ek e ien

Project Explorer 8 x FieldBus Editor*
Project View OPCUA Server | Value

Name Type T5 OPC-UA Server
2

5

100

10

v i System Sinope
v 1@ Controller [192.168.0.101] PCMM2G
v B PIC
> [N Programs

Max. PublishRequest
Mex DetaChengedVel

T B m e

> 3 Subprograms

“§ Defines PKCA
topeuc.der
. Server private key tSopeuspem
> g Profiles Rl

> @ PLCopen PLCopen l|Secuity Check 0
@+ Controller Onboard 1/0 |TCPAPAd.. [Port [ Securitys.. |

== EtherCAT
0 References

v 3 Motion

2 Fieldbus
& Control Panel Panel
& FaultReportPanel Panel
€1 KVBProject KvB 2

Project Explorer | Dictionary | Libraries |

Figure 2-5: Insert Master/Port button

o
The "OPC UA - Endpoint dialog box" (= p. 69) opens. (Figure 2-6)

2. On the vertical toolbar, click the Insert Master/Port button (™).

Endpoint X

TCP/IP Address: I |

Port: 4840 =

— Security Policies
¥ Mone

[™ Basic128Rsal5
[~ Basic256

" Basic2565ha256

Default | QK I Cancel

Figure 2-6: Endpoint dialog box

3. Optional: In the TCP/IP Address text box, enter the TCP/IP address of the KAS controller (e.g., PCMM2G).

* TIP

Leave this text box blank to use the KAS controller assigned IP address.
4. Inthe Port spin box, enter the Listening Port opened by the OPC UA Server.
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5. Inthe Security Policies section, select the applicable policy for the application.

« If using certificates in the "OPC UA - Server dialog box" (= p. 76), Security settings section,
at least one of the Basic128Rsa15, Basic256, or Basic256Sha256 check boxes must be
selected.

» Ifthe Anonymous check box is selected in the "OPC UA - Server dialog box" (= p. 76),
Authentication settings section, the None check box must be selected.

« Click the None check box so that no security settings are used.
 Click the Basic128Rsa15 check box to use both the Basic128 and RSA15 security policies.
 Click the Basic256 or Basic256Sha256 check box to use the 256-bit Basic as the message
encryption algorithm.
 Click the Basic256Sha256 check box to use both the Basic256 and SHA256 security policies.
6. Click OK to save the changes or selections and close the dialog box.
The endpoint is now available in the OPC UA Server Fieldbus Editor. (Figure 2-7)

. Kollmorgen Automation Suite Integrated Development Environment (version 4.05.0.96713) - =] X
File Edit View Tools Window Help
@M mi o QB R EBSs e OiAiasin mEH iR
Project Explorer 8 x FieldBus Editor* a
Project View [§ | | o OPCUAServer
Name Type N & 14340 ress
v i@ System Sinope 8 S
~ @ Controller [192.168.0.101] PCMM2G P
v i PIC &
> I Programs &
> 3 Subprograms e
“§ Defines
v 2 Motion
> g Profiles
> @+ PLCopen PLCopen

@ Controller Onboard /0
== EtherCAT

[P References

& Fieldbus

& Control Panel Panel
& FaultReportPanel Panel
D KVBProject KVB 2

Project Explorer | Dictionary | Libraries |

Figure 2-7: Fieldbus Editor with the added endpoint
7. Continue with "OPC UA - Insert a Group" (= p. 10).
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2.3 OPC UA - Insert a Group

1. Inthe Fieldbus Editor tree, select an OPC UA Server endpoint.
The Insert Slave/Data Block button in the vertical toolbar is activated. (Figure 2-8)
® Kollmorgen Automation Suite Integrated Development Environment (version 4.05.0.96713)

File Edit View Tools Window Help
aaMmb o RaE®|o gmeL8syor0ialiasin mpue0R

Project Explorer & x FieldBus Editor* (%]
Pl Wiz 9% OPG [ Value
0 ] ress
o

Name Type & .
v &g System Sinope B
v 1@ Controller [192.168.0.101] PCMM2G o
v i PIC &
> I Programs &
> I3 Subprograms
“§ Defines
v I3 Motion
> i Profiles
> & PlCopen PLCopen
@ Controller Onboard I/0
== EtherCAT
[P References
& Fieldbus
&= Control Panel Panel
[ FaultReportPanel Panel
D KVBProject KVB 2

Project Explorer | Dictionary | Libraries |

Figure 2-8: Insert Slave/Data Block button

2. On the vertical toolbar, click the Insert Slave/Data Block button ().
The "OPC UA - Group: dialog box" (= p. 71) opens. (Figure 2-9)

E Group: X

ProEerties | “alue ‘ oK |
Cancel |

Help |

Figure 2-9: Group: dialog box
The Group: dialog box is used to create an individual group.

NOTE

o The Group: dialog box can only create a single group.
o See "OPC UA - Add Multiple Groups and Variables to the Driver Configuration" (= p. 15).

3. Inthe Name row, double click the Value column cell.
The Name - Value text box appears.
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4. Enter the name for the new group. (Figure 2-10)

B Group: s

Froperties | hpmten ok |

Data Control Variakles]
| Cancel |
Help |

Marme

Figure 2-10: Name - Value text box

5. Press <Enter> to save the information and close the text box.
6. Click OK to save the changes or selections and close the dialog box.
The new data group is added under the OPC UA Server endpoint in the Fieldbus Editor. (Figure 2-11)

= Kollmorgen Automation Suite Integrated Development Environment (version 4.05.0.96713)
File Edit View Tools Window Help

BaMme e R EE®dim a8 ss 0 OiALSSin ) mBEH G 0R

8 x FieldBus Editor* [x]
Project View 5o OPCUA Server [[ Name [ value

Name Type - opctepiflocalhost4s4n Narne Data Control Varisbles
LW Groy onirol Variables

v i@ System Sinope
v @ Controller [192.168.0.101] PCMM2G
v ;| PLIC
> N Programs

[5%0%5) 0 | [ e

> 3 Subprograms
“§ Defines
v £ Motion
> i Profiles
> @3 PLCopen PLCopen
@ Controller Onboard 1/O Symbol [ TAG Name | Mode [ TAG Type |
== EtherCAT
i References
& Fieldbus
& Control Panel Panel
B FaultReportPanel Panel
D KVBProject KVB 2

Project Explorer | Dictionary | Libraries |

Figure 2-11: Fieldbus Editor with the added group
7. Continue with "OPC UA - Insert a Variable" (= p. 12).
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2.4 OPC UA - Insert a Variable

1. Inthe Fieldbus Editor tree, select the OPC UA Server data group to assign a new variable to.
The Insert Variable button in the vertical toolbar is activated. (Figure 2-12)

®_Kollmorgen Automation Suite Integrated Development Environment (version 4.05.0.96713) - X
File Edit View Tools Window Help
BaMme e R EE®dim a8 ss 0 OiALSSin ) mBEH G 0R

Project Explorer 8 x FieldBus Editor* [x]
Project View = % OPC UA Server Name [ Value

Name Type - opctepiflocalhost4s4n Narne Data Control Varisbles
LW Groy onirol Variables

v i@ System Sinope
v 1@ Controller [192.168.0.101] PCMM2G
v @PIC
> N Programs

[5/580/%0 0 [ e o|

> 3 Subprograms
“§ Defines
v £ Motion
> i Profiles
> @3 PLCopen PLCopen
@ Controller Onboard I/0 Symbol | TAG Name [ Mode [ TAG Type |
== EtherCAT
i References
& Fieldbus
& Control Panel Panel
B FaultReportPanel Panel
D KVBProject KVB 2

Project Explorer | Dictionary | Libraries |

Figure 2-12: Insert Variable button

2. On the vertical toolbar, click the Insert Variable button (E').
The "OPC UA - Insert Variable dialog box" (= p. 73) opens. (Figure 2-13)

m 777 pet

ProEerties | walue ‘ ok |
Cancel |

TAG Marme
Hel
Mode ReadOnly —pl

TAG Type BOOL

Figure 2-13: Insert Variable (???) dialog box
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3. Inthe Symbol row, double-click the Value column cell to open the Variables combo-box. (Figure 2-14)

L m 777 X

Properties | “alue ok |

Symbaol Cancel
| oK | % _ Cancel |

TAG Mame | .. Help

tode Q) “ariables: (all) ~
TAG Type g B ActPaosi

b ]

.......... By Axis1Abs

.......... By Awxis1AbsPos

.......... By Axis1Accel

.......... Q Axis1Fault

---------- By Awis1FaultDescrigtian

---------- By Axis1FaultMumber v

< >

‘\fariables: {all) j

[ Localvariables only
l [ Hide FB instances

Figure 2-14: Variables combo-box

4. Inthe Variables combo-box, select the applicable variable.

NOTE

Only a single variable can be selected in the combo-box.

5. Click OK to save the selection and close the combo-box.

The variable is added to the Value column cell.

In the TAG Name Value column cell, double-click the cell to open the TAG Name - Value text box.

In the TAG Name - Value text box, enter the name used by the OPC UA client to address the variable.
Press <Enter> to save the information and close the text box.

In the Mode - Value column cell, double-click the cell to open the Mode - Value list box.

Double-click an option in the Mode - Value list box.

The Insert Variables dialog box returns showing the selection.

11. Inthe TAG Type Value column cell, double-click the cell to open the TAG Type - Value list box.

COO~NO
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12. Double-click an option in the TAG Type - Value list box.
The Insert Variables dialog box returns showing the selection. (Figure 2-15)

m 777 X
Properties | “alue Lok |
Symbol AxiglAccel Crzmas] |
TAG Marme TAG MName 1 Help |
Mode Readrite

TAG Type INT16

Figure 2-15: Example: Completed Insert Variables dialog box

13. Click OK to save the changes or selections and close the dialog box.
The new variable is added to the data group. (Figure 2-16)

= Koll ) ion Suite | | Development Environment (version 4.05.0.96713) - X
File Edit View Tools Window Help
in@MmE|ne R EEL®[m e SSe 0 0iALSSin nEHei0R
Project Explorer 8 x FieldBus Editor [x]
Project View g [~ orcuase [[Name [ value
Name Type & o e Data Cantrol Variables
v i@ System Sinope -8
v @ Controller [192.168.0.101] PCMM2G o
v ;| PLC 5
> | Programs 5
> Iis Subprograms e
4§ Defines
v 3 Motion
> g Profiles
> @: PLCopen PLCopen
@ Controller Onboard I/O Symbol [ TAG Name | Mode [TAG Type |
= EtherCAT |Axis1Accel TAG Narme 1 Readirite INT16
@ References
& Fieldbus
B Control Panel Panel
@ FaultReportPanel Panel
D KVBProject KVB 2
Project Explorer | Dictionary | Libraries |

Figure 2-16: Fieldbus Editor with added variable

14. Optional:
o Repeat Steps 2 to 13 to add more variables.
o Continue with "OPC UA - Add Multiple Groups and Variables to the Driver Configuration" (= p. 15).

/AWARNING |
« Do not manually add variables to be exchanged (e.g., Mode = RO, WO, RW)!
o Use the "OPC UA - Add Multiple Groups and Variables to the Driver Configuration" (= p. 15) procedure
instead.
See Also

"OPC UA - Add TAG(s)* dialog box" (= p. 64)
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2.5 OPC UA - Add Multiple Groups and Variables to the Driver

Configuration

1. Inthe OPC UA Server tree, right-click a Master node and select the Add TAG(s) option. (Figure 2-17)

& Kollmorgen Automation Suite Integrated Development Environment (version 4.05.0.96713) - X

File Edit View Tools Window Help

X8 s v 0r0ih

SGalinr mpwnelieR

FieldBus Editor

Project Explorer & x
Project View 9% OPC UA Server
Name Type
v kg System Sinope
v 1@ Controller [192.168.0.101] PCMM2G =
v @ PIC T
> | Programs T
> 3 Subprograms
4 Defines
v [E Motion
> i@ Profiles
> @ PLCopen PLCopen
@ Controller Onboard /0 [Name ]
= EtherCAT Data Cantral...
[l References
& Fieldbus
= Control Panel Panel
& FaultReportPanel Panel
CD KVBProject KVB 2
Project Explorer ‘ Dictionary | Libraries ‘
Figure 2-17: Add TAG(s) option

Ctrl+Z
Ctrl+Y

Copy Ctrl+C
Cut Ctrl+X
Paste Ctrl+V
Clear

Insert Network
Insert Master/Port
Insert Slave/Data Block

| alue

I TCPIP Address

Port

Security setings

4840
1

Insert Symbol
Import Children
Export Children
Move Up

Move Down

Add TAG(s)...

The "OPC UA - Add TAG(s)* dialog box" (= p. 64) opens. (Figure 2-18)

<

= Add TAG(s)

T Name | Type | Qi | Attrib | Init valug | User Group | KVB | TAG | Description
[ElE~] Global variables A
VelOverridePercent REAL 100.0
ActPos1 LREAL
Ready BOOL
ActPos2 LREAL
EStopButton BOOL
ResetButton BooL
OpenButton BOOL
CloseButton BOOL
StarthMove BOOL
EtherCAT EtherCATCode Read-only a
Axist lib:AXIS_REF
Axis2 lib:AXIS_REF
AxisPoweredON BOOL a
EStop1 BOOL a
EStop2 BOOL a
Axis1Fault BOOL
Axis2Fault BOOL
Axis1FaultNumber DINT
Axis1FaultDescription STRING(239)
Axis2FaultNumber DINT
Axis2FaultDescription STRING(239)
Axis1JogPlus BOOL
Axis1JogMinus BOOL
Axis1Vel LREAL LREAL#200
Axis1Accel LREAL LREAL#1000
Axis2JogPlus BOOL
Axis2JogMinus BOOL =
Axis2Vel LREAL LREAL#200
Axis2Accel LREAL LREAL#1000
Axis1SetZero BOOL
Axis2SetZero BOOL v

Add growp |

Remove | Up

|

| TAG Name | Mode

| TAG Type |

GroupAvariable

oK Cancal

Figure 2-18: Add

TAG(s) dialog box
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2. Add a new group:
a. Click the Add group button to add a new group row in the Group/Variable table.
b. Inthe Group/Variable column, double-click the column cell.
The Group/Variable text box appears. (Figure 2-19)

= Add TAG(s x
T Name | Type | Dim | Adtrib. | Init value | User Group | KVB | TAG | Description risgD | rom— ‘ ‘
£3 Global variables ~

VelOverridePercent REAL 100.0 L] %E‘”Eb‘e JLAGuNanoulitode [TAG Type_|

ActPos1 LREAL -

Ready BOOL

ActPos2 LREAL

EStopButton BOOL

ResetButton BOOL

OpenButton BOOL

CloseButton BOOL

StartMove BOOL

EtherCAT EtherCATCode Read-only o

Axist lib:AXIS_REF

Axis2 lib-AXIS_REF

AxisPoweredON BOOL o

EStopt BOOL o

EStop2 BOOL o

AxistFault BOOL

Axis2Fault BOOL

AxistFautiNumber DINT

Axis1FaultDescription STRING(239)

Axis2FautiNumber DINT

Axis2FaultDescription STRING(239)

Axis1JogPlus BOOL

Axis1Joghinus BOOL

Axis1Vel LREAL LREAL#200

Axis1Aceel LREAL LREAL#1000

Axis2JogPlus BOOL

Axis2Joghinus BOOL

Axis2Vel LREAL LREAL#200

Axis2Aceel LREAL LREAL#1000

Axis1SetZero BOOL

is25etZero BOOL - o p—

Figure 2-19: Group/Variable text box

c. Inthe Group/Variable text box, enter a name for the new group.
d. Press <Enter> to save the information and close the text box.

3. Add variables to a group:
a. Inthe Group/Variable table, select a group to add a variable to.

b. Inthe Available Variables table, select a variable and click the J button. (Figure 2-20)

& Add TAG(S)* x
[¥ Name [ Typs [Dim___|Aftib.__ | Initvalue | User Group | KVB | TAG | Description Atdgow | Remove | |
@4 Global variables ~

VelOverridePercent REAL 1000 _> | [sroupivanatie [1AG Name [Vode [ TAGType |

ActPosT LREAL Data Cantrol Variables?  TAGName2a ReadOnly  BOOL

Ready BOOL

ActPos2 LREAL

EStopButton BOOL

ResetButton BOOL

OpenButton BOOL

CloseButton BOOL

StarthMove BOOL

EtherCAT EtherCATCode Read-only a

Axis1 lib:AXIS_REF

Axis2 lib:AXIS_REF

AxisPoweredON BOOL [m]

EStop1 BOOL [m]

EStop2 BOOL [m]

T - O

Axis2Fault BOOL

Axis1FautNumber DINT

Asis1FaultDescription STRING(239)

Axis2FaultNumber DINT

Asis2FaultDescription STRING(239)

Axis1JogPlus BOOL

Axis1JogMinus BOOL

Axis1Vel LREAL LREAL#200

Axis1Accel LREAL LREAL#1000

Axis2JogPlus BOOL

Axis2JogMinus BOOL

Axis2Vel LREAL LREAL#200

Axis2Accel LREAL LREAL#1000

Axis1SetZero BOOL

(AXISZSE!ZEI’D BOOL R 2 ol G

Figure 2-20: Selected variable
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The variable is copied to the Group/Variable table. (Figure 2-21)

= Add TAG(s)* X
[T _Name | Type | Dim | Attrib. | Init value | User Group | KVB | TAG | Description risgD | rom— ‘ ‘ ‘
£ Global variables ~

VelOverridePercent REAL 100.0 Soup/YEEble FEENENEMITES [TAGType_|

ActPos LREAL Data Control Variables2  TAGNameZa ReadOnly  BOOL

Ready BOOL EEETE i out ReadOny  BOOL

ActPos2 LREAL

EStopButton BOOL

ResetButton BOOL

OpenButton BOOL

CloseButton BOOL

StarthMove BOOL

EtherCAT EtherCATCode Read-only o

Axis1 lib:AXIS_REF

Axis2 lib:AXIS_REF

AxisPoweredON BOOL a

EStop1 BOOL a

EStop2 BOOL a

Axis1Fault BOOL

Axis2Fault BOOL

Axis1FauttNumber DINT

Axis1FaultDescription STRING(239)

Axis2FauttNumber DINT

Axis2FaultDescription STRING(239)

Axis1JogPlus BOOL

Axis1JogMinus BOOL

AxisiVel LREAL LREAL#200

Axis1Accel LREAL LREAL#1000

Axis2JogPlus BOOL

Axis2JogMinus BOOL

Axis2Vel LREAL LREAL#200

Axis2Accel LREAL LREAL#1000

Axis1SetZero BOOL

(AXISZSE\ZEI’D BOOL S e ol G

Figure 2-21: Variable added to group

c. Repeat Steps 3a and 3b to add more variables to the group.

* TIP

In the Variable Dictionary table, select a variable and drag it under the designated group.

4. Repeat Steps 2 and 3 to add more groups and their variables to the application.
5. Click OK to save the changes or selections and close the dialog box.
A confirmation message appears. (Figure 2-22)

| KAS X
Configuration already exist.
Do you want to overwrite it?

Yes Mo Cancel

Figure 2-22: Confirmation message
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6. Click Yes to continue.
The new groups are now available in the Fieldbus Editor. (Figure 2-23)
The TAG types of the variables are automatically set to the correct type.
& Kollmorgen Automation Suite Integrated Development Environment (version 4.05.0.96713) - X

File Edit View Tools Window Help
GaMmc oo RaE|R|a;am N8>y 0r0iAligsins e GioR

Project Explorer 8 x FieldBus Editor* (]
Project View =00 OPC UA Server Name [ value
Port

Name Type & opctopiflocalhost4840 I TCRIP Address
s 0]

4840

v iR System Sinope -8 Group: Deta Control Varishles-2 Security setings 1
v @ Controller [192.168.0.101] PCMM2G 9 AsisTFault (Axis1Faulf)
v I PLC P st JogPlus (AxisTJogPlus)

-8 Group: Data Control Variskles-3
> W Programs
P sl oop/PowerEniD1 (AvisLoop/PowerEmiD1)

> I3 Subprograms P AxisT FaultNumber (AisTFauliNumber)

4§ Defines 2 AuiszFaultNumber (Axis2FauliNumber)
vl Motion -8 Group: Data Control Variahles-4
- Axis2Fault (Axis2Faul)
> g Profiles B s FauliNumber (Axis1FauliNumber)
> @1 PLCopen PLCopen B Avis1 FaultDescription (Axis1 FaultDescription)
@ Controller Onboard I/0
== EtherCAT

Name
W References Data Contal Variakles 2
Jr Fieldbus Data Control Variable -3
& Control Panel Panel Data Contral Variables-4
[ FaultReportPanel Panel
D KVBProject KVB 2

Project Explorer ‘ Dictionary I Libraries ‘

Figure 2-23: Multiple groups in the Fieldbus Editor

« Using Drag and Drop functionality to add variables from the Variable Dictionary table to the driver
configuration may result in wrong TAG type assignments.

o The KAS-IDE generates errors during project compilation if mismatches between variable Data Type
and OPC UA TAG type for single data points are detected.

o This ensures only valid configurations are applied to the target system.

See Also

"OPC UA - Move Variables" (= p. 19)
"OPC UA - Remove Variables" (= p. 20)
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2.6 OPC UA - Move Variables

Use this procedure to move:

o Selected groups up or down.
» Selected variables in the current group up or down.

Procedure

1. Inthe "OPC UA - Add TAG(s)* dialog box" (= p. 64), in the Group/Variable table, select a variable.
(Figure 2-24)

= Add TAG(s) X
id Nagemaua\ — [ Type | Dim. | Attrib. [ Initvalue | User Group | KVB | TAG | Description = Add group Remove ‘ T ‘ down
VelOverridePercent REAL 100.0 J Groupfvariable | TAG Name | Mode | TAG Type |
ActPos1 LREAL Data Contral Variables-2
Ready BOOL Axis1Fault Axis1Fault FeadOnly BOOL
ActPos2 LREAL Axis1JogPlus AxisllogPlus  ReadOnly BOOL
EStopButton BOOL Data Contral Variables-3
ResetButton BOOL AxisLoop/PowerEmD1  AxisLoop/Po..  ReadOnly INT1E
OpenButton BOOL Axis 1FaulthNumber Axis1FaulNu... ReadOnly INT32
CloseButton BOOL Axis2Faulthurmber Axis2FaultNu...  ReadOnly INT32
StartMove BOOL Data Control Variahles-4
EtherCAT EtherCATCode Read-on O Axis2Fault Awis2Fault ReadOnly BOOL
Axis1 lib:AXIS_REF Axis 1FaultNumber Axis1FaulNu...  ReadOnly INT32
Axis2 lib: AX\SiREF Axis1FaultDescription Axis1FaultDe . ReadOnly STRINGZ5E
AxisPoweredON BOOL O
EStop1 BOOL O
EStop2 BOOL O
e —— R ——————— I |
Axis2Vel 2o LREASD _ I
Axis2Accel LREAL LREAL#1000
Axis1SetZero BOOL ‘
(AxisZSe'Zeru BOOL 5 M ok Cancel

Figure 2-24: Selected variable

2. Either:
 Click the Up button to move the selected item in the Group/Variable table up.
« Click the Down button to move the selected item in the Group/Variable table down.

The variable moves in the designated direction. (Figure 2-25)

= Add TAG(s)* X
T Name ] | Type | Dim. | Attrib. | Init value | User Group | KVB | TAG | Description g pe— ‘ ’—| e
@} Global variables ~
VelOverridePercent REAL 100.0 | [GroupiVariable | TAG Name | Mode [TAG Type |
ActPost LREAL Data Contral Variables-2
Ready BOOL Axis1Fault AsistFaul ResdOmly  BOOL
ActPos? LREAL Axis1 JogPlus AdislJogPlus  ResdOnly  BOOL
EStopBution BOOL Deta Control Variables-3
ResetBution BOOL AuisFoulthumber aisiFoulliu.. ResdOnly  INT32
OpenButton BOOL AxisLaop/PowerEmD1  AisLoopiPo.. ReadOnly  INTIG
CloseBution BOOL Axis2Faulthumber MviseFeullNu.. ResdOnly  INT32
StariMove BOOL Deta Coniral Variables-4
EtherCAT EtherCATCode Read-on o Axis2Fault MvistFoull ReadOny  BOOL
Axis 1 {bAXIS REF Axis Faulthumber AistFaullu.. ResdOnly  INT3Z
Axis? b AXIS REF Axis FaulDescripion  Axis1FeulDe.. FeadOnly  STRING2SE
AxisPoweredON BOOL ]
EStop1 BOOL ]
| EStp2___ BOOL O
BOOL e B ——— I
Axis2JogPlus s >
Axis2JogMinus BOOL
Axis2Vel LREAL LREAL#200
Axis2Accel LREAL LREAL#1000
Axis1SetZero BOOL
(Axis?SeQZem BOOL R & o o

Figure 2-25: Variable moved up

3. Click OK to save the changes or selections and close the dialog box.
A confirmation message appears.

4. Click OK to continue.
The edited groups or variables are updated in the Fieldbus Editor.
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2.7 OPC UA - Remove Variables

1. Inthe "OPC UA - Add TAG(s)* dialog box" (= p. 64), in the Group/Variable table, select a variable. (Figure

2-26)

= Add TAG(s)*
T Name | Type | Dim. | Attrib. | Init value | User Group | KVB | TAG | Description
(& Global variables

VelOverridePercent REAL 100.0

ActPos1 LREAL

Ready BOOL

ActPos2 LREAL

EStopButton BOOL

ResetButton BOOL

OpenButton BOOL

CloseButton BOOL

StartMove BooL

EtherCAT EtherCATCode Read-on

Axist lib:AXIS_REF
lib:AXIS_REF

AxisPoweredON BooL

EStop1 BOOL

EStop2 BOOL

Axis1Fault BOOL

Axis2Fault BooL

Axis1FaultNumber DINT

FaultDescription STRING(239)

Axis2FaultNumber DINT

Axis2FaultDescription STRING(239)
BOOL
BOOL
LREAL LREAL#200
LREAL LREAL#1000
BOOL

Axis2JogMinus BOOL

Axis2Vel LREAL LREAL#200
LREAL LREAL#1000
BOOL

Axis2SetZero BOOL

<

x
Add group Remove ‘ ‘ Down
Group/Variable | TAG Name | Mode | TAG Type |
Data Control Yariables-2
AuisTFault #islFaul  ReadOnly  BOOL
Avis1JogPlus AxisllogPlus  FeadOnly  BOOL

Data Carntral Variables-3

| AxisLoop/Po... ReadOnly INTT6

Axis FaulNurrber AsisTFaulNu..  ReadOnly INT32

AxisZFautNumber AiseFauliNu..  ReadOnly INT32
Data Cariral Varisbles-4

Axis2Fault AxiseFault ReadOnly BOOL

Axis FaultNumber AsisTFauliNu.. FeadOnly INT32

#xisIFaulDescripfion  Axis1FaulDe.. FeadOnly STRING256

oK Cancel

Figure 2-26: Selected variable to remove

2. Click the Remove button to immediately delete the selected variable from the Group/Variable table. (Figure

2-27)

There is no undo option to restore a deleted variable.

Click Cancel to discard all changes or selections and close the dialog box.

= Add TAG(s)*

<

T Name | Type | Dim. | Attrib. | Init value | User Group | KVB | TAG | Description
(& Global variables
VelOverridePercent REAL 100.0
ActPos1 LREAL
Ready BOOL
ActPos2 LREAL
EStopButton BOOL
ResetButton BOOL
OpenButton BOOL
CloseButton BOOL
StartMove BooL
EtherCAT EtherCATCode Read-on
Axist lib:AXIS_REF
Axis2 lib:AXIS_REF
AxisPoweredON BooL
EStop1 BOOL
EStop2 BOOL
Axis1Fault BOOL
Fault BooL
FaultNumber DINT
Axis1FaultDescription STRING(239)
Axis2FaultNumber DINT
FaultDescription STRING(239)
Axis1JogPlus BOOL
Axis1JogMinus BOOL
LREAL LREAL#200
LREAL LREAL#1000
BOOL
BOOL
LREAL LREAL#200
Axis2Accel LREAL LREAL#1000
Axis1SetZero BooL
Axis2SetZero BOOL

Add group ‘ Remove ‘ Dovm ‘

Group/Variable | TAG Name | Mode | TAG Type |

Data Control Yariables-2

AuisTFault #islFaul  ReadOnly  BOOL

Avis1JogPlus AxisllogPlus  FeadOnly  BOOL
Data Contral Varisbles-3

AisiFeulhu,. FeadOnly — INT32

Auis2FaUtlumber Asis2Faulhu. FReadOnly  INT32
Data Contral Variahles-4

Auis2Fault Axis2Feul  FeadOnly  BOOL

AxisTFauthumber AvisIFaulh. FeadOnly  INT32

AxisIFaullDescription  Axis1FaulDe.. ReadOnly STRING256

oK Cancel

Figure 2-27: Removed variable

3. Click OK to save the changes or selections and close the dialog box.

A confirmation message appears.

4. Click OK to continue.

The edited groups or variables are updated in the Fieldbus Editor.
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3.1 OPC UA - Establish a Connection using UaExpert

These procedures are used to communicate with the PCMM2G OPC UA Server using the UaExpert tool.

o "OPC-UA - Establish a Server Connection with Certificates - UaExpert" (= p. 23)
o "OPC-UA - Establish a Server Connection without Certificates - UaExpert" (= p. 39)

See Also
o "OPC-UA - UaExpert Installation" (= p. 22)
o "OPC UA - Troubleshooting" (= p. 62)

3.1.1 OPC-UA - UaEXxpert Installation

(DIMPORTANT
Registration is required to download UaExpert.

o UaExpert is a free, platform-independent OPC UA client used for testing, diagnostics, and development.
« It provides a graphical interface to connect to OPC UA servers, browse address spaces, monitor
variables, and test communication.
» This tool is provided by the Unified Automation GmbH and can be downloaded from here: UaExpert.
» Registration is required to download UaExpert.
» See the UaExpert documentation for install requirements and initial start-up instructions.
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3.1.2 OPC-UA - Establish a Server Connection with Certificates - UaExpert
These are the overall steps when using certificates for an OPC UA Server connection:

"1. PCMM2G Configuration (with Certificates)" (= p. 23)

"2. UaExpert Configuration (with Certificates)" (= p. 26)

"3. UaExpert Connection to the PCMM2G (with Certificates)" (= p. 35)

Videos of these features are here: PCMM2G OPC UA Server Setup in KAS-IDE.

3.1.2.1 1. PCMM2G Configuration (with Certificates)
The procedure in this section configures the PCMM2G for connection to UaExpert.

Verify the "OPC-UA - UaExpert Installation" (= p. 22) procedure is completed.
Open a web browser and enter the PCMM2G IP address.

Login as administrator.

See User Authentication.

Click the KAS Application tab.

Click the Stop button if the Status of KAS app is started.

Click the Settings tab.

Click the Certificates tab. (Figure 3-1)

wh =

No ok

@ & Kolimorgen Automation Suite X

< C o CEEEED s/ /settings.shtml IANEASEE « B¢ R RN

KQLLMORGEN

Logged in as administrator

LOGOUT | HOME | CONTACT US | ABOUT

KAS Application  Settings Backup & Restore  Diagnostics  Help

Settings

Note that most of the following features are not available when PLC application is running or online config mode is
active.

X

e T e [ e [

SSL Server Certificate Details Create SSL Server Certificate (Self-Signed)
Status Not Installed Organization Name
Expires On - /A Expiration Period (days)

Upload SSL Client Certificate

Choose File (N TN 1. Click Choose File to select a client certificate (.der) fle.
LEDIAD| Ne file chaser 2. Click Upload Certificate to load it onto the controller.

Upload Certificate Uploaded certificates will now be trusted by the controller and will appear under SSL Client
Certificates.

SSL Client Certificates

KOLLMORGEN

© Copyright 2025 Kollmorgen. Al rights reserved

Figure 3-1: Certificates tab

8. Ifthe Status in the SSL Server Certificate Details section is shown as Not Installed, create a new SSL
Server Certificate.
See Install the SSL Certificate.
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9. Startthe KAS-IDE.
10. Create a new project or open an existing KAS project.
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11. Double-click an OPC UA Server node in the Fieldbus Editor project tree.
The "OPC UA - Server dialog box" (= p. 76) opens. (Figure 3-2)

| Server X
Name:
URE: |
Settings

Max. sessions 2 3: (1-100)

Max. Subscriptions per session: 3 3: (0-100)

Max. Monitored Ttem per subscription: 100 1 (0-65535)

Max. PublishRequest per session: 10 3: (1-100)

Max. DataChangedValue per MonitoredItem: 10 3: (1-100)

Security settings
[ Use certificates

| PrI/CA

|t5u:upcua.u:|er

|t5u:upcua.pem

Authentication settings

[v Anonymous

User name |

Password |

[ Certificate

Trace level: |N0 tracing ﬂ

Default

Figure 3-2: Server dialog box

%

Cancel

12. In the Security settings section, click the Use certificates check box to use digital certificates for data
encryption between the server and client.
When selected, the text boxes of this section are activated.

* TIP

Kollmorgen recommends accepting the defaults in the Security settings section to use self-signed
certificates.

13. Inthe Authentication settings section:

a. Clear the Anonymous check box.

b. Optional: Click the User name/Password check box to activate the User name and Password text
boxes.

c. Ifapplicable, enter a User name and Password for the configuration.

d. Click the Certificate check box so the server allows the client to authenticate with a certificate.

e. Click OK to save the changes or selections and close the dialog box.
The Fieldbus Editor returns showing the added OPC UA Server node.
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14. On the vertical toolbar, click the Insert Master/Port button ( & )
The "OPC UA - Endpoint dialog box" (= p. 69) opens. (Figure 3-3)

-

=

Endpaoint et

TCP/IP Address: ||
Port: 4840 =
— Security Policies
¥ Mone
" Basic128Rsals

[~ Basic2ss
[~ Basic2565ha2se

Default | QK I Cancel

Figure 3-3: Endpoint dialog box

15. Inthe Security Policies section:
a. Clear the None check box.

b. Click the Basic256 or Basic256Sha256 check box to use the 256-bit Basic as the message encryption
algorithm.

c. Click OK to save the changes or selections and close the dialog box.
The Fieldbus Editor returns.

16. Add applicable groups and variables using the "OPC UA - Add Multiple Groups and Variables to the Driver
Configuration" (= p. 15) procedure.

17. Compile and download the project to the KAS controller (e.g., PCMM2G).

18. Continue with "2. UaExpert Configuration (with Certificates)" (= p. 26).

3.1.2.2 2. UaExpert Configuration (with Certificates)

The procedure in this section configures UaExpert for connection to PCMM2G.

1. Verify the procedure in the "1. PCMM2G Configuration (with Certificates)" (= p. 23) section is completed.
2. Start UaExpert.

The UaExpert main window opens.
3. Inthe Project tree, right-click Servers and click Add. (Figure 3-4)

File Server Document Setbngs Help

p"@"—' . S BN <

Progect [ Daata Arcess Ve
4 il Project " Serve
f Servens
a :1 Doouments ‘ Add.

1 Data Access View

Figure 3-4: Add option
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The Add Server dialog box opens. (Figure 3-5)

B 2dd Server ? x

Configuration Name @

PKI Stare Default e

Discovery Advanced

Endpoint Filter: | Mo Filter e

1 Local
» T ServersOnMetwork
b Eﬂ' Global Discovery Server
& < Double click to Add GDS Server... >
b Eﬂ' Custom Discovery
% < Double click to Add Server... >
b Eﬂ' Reverse Discovery
& < Double click to Add Reverse Discovery... »
) Recently Used

Authentication Settings

o Anonymous

Username Store

Password

Certificate

Private Key

[] conmect Automatically

K, Cancel

Figure 3-5: UaExpert Add Server dialog box

4. Under Custom Discovery, double-click the text.
The Enter URL dialog box opens.
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5. Enterthe URLas opc.tcp:// (PCMM2G IP Address) toaddthe OPC UA Server. (Figure 3-6)
- : .
. Add Server f

Configuration Name @

PKI Stare Default e

Discovery Advanced

Endpoint Filter: | Mo Filter e

1 Local
> ) ServersOnMetwork
bl @ Global Discovery Server
% < Double click to Add GDS Server... >
bl @ Custom Discovery
% < Double click to Add Server... >
bl @ Reverse Discovery

4 B8 Enter URL ? X
© §

Enter the URL of a computer with discovery service running:

opc. top: ff | ~

Authentication Settings

0 Anonymous

Username Store

Password

Certificate

Private Key

[ connect Automatically

K, Cancel

Figure 3-6: Enter URL dialog box

6. Click OK to save the changes or selections and close the dialog box.
The Add Server dialog box returns.
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NOTE

A Replace Hostname message may appear. (Figure 3-7)

B Replace Hostname =

GetEndpoints failed using the discovery URL cpc.top://kas-pommagi4240/
returned from FindServers. Do you want to try the URL opetope//
48340/ with the hostname used to call FindServers?

Yes Mo

Figure 3-7: Replace Hostname message
This prompt appears because the PCMM2G supports OPC UA device discovery using its IP address, not
by its hostname.

Click Yes to continue.
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7. Under Custom Discovery, expand the newly added node.
8. Under the opc.tcp://((PCMM2G_IP_Address), select Basic256Sha256 - Sign & Encrypt. (Figure 3-8)

B 2dd Server ? x

Configuration Mame opent2541-based OPC LA Application@

PKI Stare Default e

Discovery Advanced

Endpoint Filter: | Mo Filter e

1 Local
» T ServersOnMetwork
b Eﬂ' Global Discovery Server
& < Double click to Add GDS Server... >
b Eﬂ' Custom Discovery
% < Double click to Add Server... >
~ O opctep/
v [ openfi2idl-based OPC UA Application (opc.tep://kas-pormm2g:4840/)
@ Mone - Mone (uatcp-uasc-uabinary)
47 Basic256 - Sign (uatcp-uasc-uabinary)

("} Basic236 - Sign & Encrypt (uatcp-uasc-uabinary)

#° Basic2565ha256 - Sign (uatcp-uasc-uabinary)

@ Basic2565hal36 - Sign & Encrypt (uatcp-uasc-uabinary)
v b Deverce Nisrouers

Authentication Settings

ﬂ Anonymous

Username Store

Password

Certificate

Private Key

[] connect Automatically

Figure 3-8: Add Server dialog box - Basic256Sha256 - Sign & Encrypt

9. Inthe Authentication settings section:
a. Click the Certificate / Private Key option button.
b. Inthe Certificate check box, enter the path to the UaExpert certificate.
Example: C:/Users/<<user_
name>>/AppData/Roaming/unifiedautomation/uaexpert/PKl/own/certs/uaexpert.der
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c. Inthe Private Key text box, enter the path to the UaExpert private key. (Figure 3-9)

Example: C:\Users\<<user_
name>>\AppData\Roaming\unifiedautomation\uaexpert\PKI\own\private\uaexpert_key.pem

Bl server Settings - open62541-based OPC UA Application@ ? x
Configuration
Configuration Mame open&2541-based OPC UA Application@
PKI Store Default w

Server Information

Endpaint Url opc. top:ff 4840/

Reverse Connect [:]

Security Settings

Security Policy Basic2565ha25a e
Message Security Mode  Sign & Encrypt e

Authentication Settings

O Anonymous

Uzermame Store
Password

Certificate nifiedautomation/uaexpert/PKIfown/certs uaexpert. der

Private Key tomation fuaexpert/PKI fown/private fuaexpert_key.pem

Session Settings

Session Mame urr:SBA- :UnifiedAutomation:UaExpert

Figure 3-9: Server Settings dialog box
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« A Username and Password can be used if this Authentication Setting option is enabled in the
KAS project. (Figure 3-10)
« The password is always encrypted if Use Certificates is enabled in the KAS project.

Bl server Settings - open62541-based OPC UA Application@ ? *
Configuration
Configuration Mame open&2541-based OPC UA Application@
PKI Store Default e

Server Information

Endpaint Url opc. top:ff 4840/

Reverse Connect [:]

Security Settings

Security Policy Basic2565ha25a e
Message Security Mode  Sign & Encrypt e

Authentication Settings

O Anonymous

|Isername kas B store
Passward Iy

Certificate

Private Key

Session Settings

Session Mame urr:SBA- :UnifiedAutomation:UaExpert

K. Cancel

Figure 3-10: Server Settings dialog box - Username and Password

d. Click OK to save the changes or selections and close the dialog box.
The server is now available in the UaExpert project tree.
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On the UaExpert toolbar, click the Settings button and select Manage Certificates > Properties.
The UaExpert Manage Certificates dialog box opens. (Figure 3-11)

B Manage Certificates ? X

Default Certificate Store GDS Server 1
Default certifcate store with self-signed certificate

Trusted Issuers TLS Issuers

Certificates
Status Name Valid From  Valid To 7 Organization OrgUnit Locality State Country AppURI
. Own Certificate UaExpert@SBA-RIOYCETCIQR 8/12/202.. 8/11/2030 1:33 PM  Kollmorgen Corporation  KAS Santa.. CA US urn:SBA-RIOYCETCIQR: Unified Automa

Certificate Revocation Lists

Nur;ber Narme Valid From MNext Update Organization Orglnit Locality State Country Filename

N

Copy Application Certificate To...| Create new Application Certificate... Open Certificate Location

Figure 3-11: Manage Certificates dialog box

Click the Copy Application Certificate To... button to open the Save As dialog box. (Figure 3-12)

. Manage Certificates
Default Certificate Store GDF .
M save s X
Default certiifcate store with selff g
¢ . . . r
Trusted Issuers TSI L <« unifiedautomation » uaexpert > PKl » own » certs ~ O Search certs yel F
Certificates i
22 - . = | — ir
Status Organize * Mew folder = 7 o
~
. Own Certificate | __ Libraries MName Date modified Type Size toma
R Camera Roll Gl uaexpert.der  8/12/20251:33PM  Security Certificate 2kB
= Documents
£ Music
IR Pictures
PR Saved Pictures | E
Certificate Revocation Lists | £ Subversion
Nurnber Name Valid Fi File name: ~
Save as type: Certificates (*.der) ~
\J acation | ]

~ Hide Folders Cancel

Figure 3-12: Save As dialog box

Save the file uaexpert.der to a temporary directory on the PC (e.g., C:\Temp).
Click Save to save the file in the designated location and close the dialog box.
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14. Using the web browser opened in the "1. PCMM2G Configuration (with Certificates)" (= p. 23) section:
a. Click the Settings tab.
b. Click the Certificates tab. (Figure 3-13)

0 & Kolimorgen Automation Suite x B = =) X
<« C A h(-tps// /settings.shtml INSEADEE © B« IR -
a

ISOLLMORGEN Logged in as administrator

LOGOUT | HOME | CONTACT US | ABOUT

KAS Application = Settings Backup & Restore  Diagnostics  Help

Settings

Note that most of the following features are not available when PLC application is running or online config mode is
active.

‘.

SSL Server Certificate Details Create SSL Server Certificate (Self-Signed)
Status Not Installed Organization Name ‘
Expires On - /A Expiration Period (days)

Upload SSL Client Certificate

T Mo fie o 1. Glick Chooss File to select a client certificate (.der) il.
TIZEALE| MO fre chosen 2. Click Upload Certificate to load it onto the controller.

Upload Certificate Uploaded certificates will now be trusted by the controller and will appear under SSL Client
Certificates.

SSL Client Certificates

KOLLMORGEN

Figure 3-13: Certificates tab

c. Inthe Upload SSL Client Certificate section, click the Choose File button.
A File Explorer window opens.
d. Locate and select the certificate file uaexpert.der that was saved in Step 12 in section "2. UaExpert
Configuration (with Certificates)" (= p. 26).
e. Click Open to confirm the selection and close the File Explorer window.
f. Click the Upload Certificate button to upload the file to the PCMM2G.
o The Certificated is added to the PCMM2G trusted store.
« This allows OPC UA connections from UaExpert.
o The file uaexpert.der appears under SSL Client Certificates explorer tree.
15. Continue with "3. UaExpert Connection to the PCMM2G (with Certificates)" (= p. 35).
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3.1.2.3 3. UaExpert Connection to the PCMM2G (with Certificates)
The procedure in this section connects UaExpert to the PCMM2G.

1. Verify the procedure in the "2. UaExpert Configuration (with Certificates)" (= p. 26) section is completed.
o
2. On the toolbar, click the Connect button ( ™ ) to connect to the server.
A Connect Error message opens. (Figure 3-14)

.
B Connect Error *

Error 'BadCertificatelseMotAllowed' was returned during CreateSession, press
+ . 'lgnore' to suppress the error and continue connecting.

Figure 3-14: Connect Error message

3. Click Ignore to continue connecting.
Data is now available from the KAS/PCMM2G OPC UA Server. (Figure 3-15)

. Unified Automation UaExpert - The OPC Unified Architech

Project g X
~ [ Project
v 1 Servers
Q} opentidl-based OPC UA Application@
v [0 Documents

[0 Data Access View

Address Space g X
“3 No Highlight v
I Root
~ ) Objects
v & PLC
v o Control

» ) Control/ClearFaults

» ¥ Control/Disablefxis

» @ Control/Distance

> @ Control/DoEStop

» @ Control/DoRelativeMove
> ghg Server
> D Types
> 12D Views

Figure 3-15: UaExpert - KAS OPC UA Data Objects

4. Inthe Address Space scroll box, select the applicable PLC object.

Kollmorgen | kdn.kollmorgen.com | February 2026 35




OPC UA Server User Manual | 3 OPC UA - External Software Communications

36

5. Drag-and-drop the selected objects to the Data Access View table. (Figure 3-16)

[ Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject*

File View Sever Document Settings Help
DB =0 X8 8RO
Project & X Data Access View [
v [ Project + Server Noded Display Name Value  Datatype Source Timestamp Server Timestamp  Statuscade
v [ Servers 1 opent2sAl-based ORC UA Application® NS1|String|Control/ClearFaults Control/ClearFaults  false Boolean G4215141AM  84215141AM  Good
123 opent2541-based OPC UA Application®1 | |3 openf2541-based OPC UA A N AT Up Status/ECAT Up true Boolean  8:42:29.064 AM 8:42:29.064 AM Good
~ M Documents 3 open62s4l-based ORC UA Application®@ NST|String|Status/AxisT ActPos Status/AvislActPos  B9.8578543799 Double  32332560AM  92332560AM  Good
4 open62541-based OPC UA Application@ N false Boolean E4215.141AM  84215141AM  Good
Address Space S XIS openssii-based OPC Ut Application® NS1String|Control/D Control/D false Boolean 84215141AM  B421S121AM  Good
3 [No tighicht Y |6 opent2sai-based OPC UA N51[String] © false Boolean  8:42:15.141 AM 24215141AM  Good
[ Root
v [ Objects
~ &pLc
v & Control

@ Control/ClearFaults

@ Control/DisableAxis

‘@ Control/Distance

@ Control/DoEStop

@ Control/DoRelativeMove

Control/EnableAxis

>
>
>
>
>
>

-

@ Control/MoveAccel
> @ Control/MoveVel
& OPCUA

~ & Status
> @ Status/Axis|ActPos
> @D Status/Axis1Faulted
> @@ Status/AxisIPowered
> @ Status/ECAT_Up

Figure 3-16: Data Access View table

6. Verify the values of PLC objects in the Data Access View table matches with the KAS project running on the

PCMM2G.

7. Inthe Data Access View table, select a variable.

The Attributes panel appears.
8. Scroll through the variables to locate a variable with an AccessLevel set to CurrentWrite. (Figure 3-17)

Data Access View

¢ Server
open62541-based OPC UA Applic..
open62541-based OPC UA Applic.
open62541-based OPC UA Applic

open62541-based OPC UA Appli
open62541-based OPC UA Applic.
open62541-based OPC UA Applic
open62541-based OPC UA Applic..
open62541-based OPC UA Applic.
open62541-based OPC UA Applic

FICET -

© @

Node Id

NS1[String|Cont...
NS1[String|Cont...
NS1[String|Cont...

NS1[String|Cont...
NS1[String|Stat...
NS1[String|Stat...
NS1[String|Stat...
NS1[String|Stat...

Dicplay Name Value
Control/ClearFaults false
Control/DisableAxis false
Control/Distance 90
Control/DoEStop

Control/DoRelativeMove  false
Status/Axis1ActPos -87.7611541748
Status/Axis1Faulted false
Status/Awis1Powered false
Status/ECAT Up true

Datatype  Source Timestamp ~ Server Timestamp
Boolean 841:18.207AM  841:18207AM  Good
Boolean 841:18207AM  841:18207AM  Good
Double 8:41:18.207AM  B:41:18207AM  Good
Boolean

Boolean 8207AM  B41:18207AM  Good
Double 105713239 AM  10:57:13230AM  Good
Boolean 841:18.207AM  841:18207AM  Good
Boolean 841:18207AM  841:18207AM  Good
Boolean B4T31941AM  B41:31.041AM  Good

Statuscode

©Q | Attributes x
Sk @ [+)
Attribute Value
¥ Nodeld ns=1;5=Control/MoveAccel

Namespacelndex 1

IdentifierType String

Identifier Control/MoveAccel
ModeClass Variable
BrowseName 1, "Control/MoveAccel”
DisplayName "en-US", "Control/MoveAccel"
Description “en-US", *Control/MoveAccel”

~ Value

SourceTimestamp
SourcePicoseconds
ServerTimestamp.
ServerPicoseconds
StatusCode
Value

~ DataType
Namespacelndex
IdentifierType
Identifier

ValueRank
AmayDimensions
AccessLevel
UserAccessLevel

MinimumSamplinglnterval

Historizing

WiiteMask

UserWriteMask

Figure 3-17: Attributes panel

9. Double-click the applicable Value column cell and change its value.
10. Switch to the KAS-IDE window.
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11. Navigate to the OPC UA Server Fieldbus Editor. (Figure 3-18)

[} Automation Suite ror ersion 4 3 aTestka - O
File Edit View Tools Window Help
M =Eoe R EE e b Xl Ek|8sy0-0iAG Siny nBEHRIORA
Project Explorer g x | FieldBus Editor [ x| | EtherCAT ‘ Control Panel | * Web server:192.168.1.120
Project View |8 | [Ero% OFC LA Server Name [ Value
MName Type =2 5 opetop:ocalhost 4840 Mame TEOPC-UA& Server
v g System Sinope - -8 Group: Status May. sessions z
v I Controller [ 1PCMM2G E| A fuis1ActPos [etPosl) = 61 641464233 Max. Subscriptions pers.. 5
v I PLC ey - ECAT_Up (biMotionE ngineStarted) = TRUE Max. Monitored ltem per ... 100
- A AwisTFaulted [Axis1Fault] = FALSE Max. PublishRequest per.. 10
~ ' Programs g X
*D Auniz1Powered [Main/PowerStat1] = TRUE Max. D ataChangedyalue... 10
@ Main 5T i i
0B Group: Contral Trace level Debug
> B Sub.prugrams b P MoveWel [Axis1Vel]l = 2000 Use certiicates O
“§ Defines P Movedocel [is1Accsl) = 1000.0 Cettficates path PKI/CA
v 3 Motion 4 ClearFsults [ExternalClearFaults) = FALSE Server certificate tSopcua.der
> g Profiles &2 Dizableduis [ExtemalDisable) = FALSE Server private key tSopeua.pem
> @ PLCopen PLCepen 72 Enabladsis [ExtermalEnable) = FALSE URI
@+ Controller Onboard /0 &7 DoEStop [ExternalE Stop) = FALSE Security Check 1}
5 == EtherCAT P DoRelativeMove [ExtenaloR elMove) = FALSE
iﬂ] References g 'EP D\s?gcczrx\sTF\elDlstanca]=SD.U
% Fieldbus G 1oup:
Control Panel Panel = =
TCR/P Addr.. | Port | Security seti... |
4840 168
Project Explorer | Dictionary | Libraries |
Information and Logs & X Watch Window g X
*Local log* | Controller log | Find and Replace | Browse Variable | Breakpoints | Compiler Qutput | - -1 3 |
Ll
Filter * ~ Configuration T Mame | value
ActPosl 81.641464233
Time Source  Level Message
Watch 1
53 Local: KasOpcllaTest:74 @ Controller, KasOpcUaTest:74 Drives: Active Running Connected E\J

Figure 3-18: KAS Fieldbus Editor

12. Change a variable value in the KAS-IDE.

13. Verify the change in UaExpert.
A re-browse of the variable value in UaExpert may be necessary to refresh the visible values.
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14. Select the PLC object and right-click to use Rebrowse. (Figure 3-19)

Project 2 X
v [0 Project
~ [0 Servers
Q; openb23dl-based OPC UA Application@®
~ [0 Documents

[0 Data Access View

Address Space g X
3 MNo Highlight ~
I=) Root
~ ) Objects
v [ PLC |
v & Control “% Rebrowse |
» @@ Control/ClearFaults
» @ Control/Disablefuds
» @@ Control/Distance
» @ Control/DoEStop
» @@ Control/DoRelativeMove
» @ Control/Enablefxis
& Control/Movelccel
» @ Control/MoveVel
Jb OPCUA
~ a Status
» @ Status/fxis1ActPos

Figure 3-19: Rebrowse option

NOTE

« A maximum of 100 OPC UA client connections are accepted simultaneously.
« Established connections are disconnected if no data is exchanged within 30 seconds.

NOTE

o Uploaded certificates are automatically trusted by the OPC UA Server running on PCMM2G.

o The certificates enable secure communication when using Sign or SignAndEncrypt security modes.

« If the certificate is not uploaded, the PCMM2G OPC UA Server rejects the connection attempt from
UaExpert.

See Also

o "OPC-UA - Establish a Server Connection without Certificates - UaExpert" (= p. 39)
o "OPC UA - Establish Server Connection without Certificates - Exor HMI" (= p. 53)
o "OPC UA - Troubleshooting" (= p. 62)
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3.1.3 OPC-UA - Establish a Server Connection without Certificates - UaExpert

These are the overall steps without using certificates for an OPC UA Server connection:

« "1. PCMM2G Configuration (without Certificates)" (= p. 39)
« "2. UaExpert Configuration (without Certificates)" (= p. 42)
« "3. UaExpert Connection to the PCMM2G (without Certificates)" (= p. 48)

NOTE
Videos of these features are here: PCMM2G OPC UA Server Setup in KAS-IDE.

3.1.3.1 1. PCMM2G Configuration (without Certificates)

The procedure in this section configures the PCMM2G for connection to UaExpert.

Verify the "OPC-UA - UaExpert Installation" (= p. 22) procedure is completed.
Start the KAS-IDE.

Create a new project or open an existing KAS project.

Double-click an OPC UA Server node in the Fieldbus Editor project tree.

The "OPC UA - Server dialog box" (= p. 76) opens. (Figure 3-20)

PO
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| Server X
Name:
URE: |
Settings

Max. sessions 2 3: (1-100)

Max. Subscriptions per session: 3 3: (0-100)

Max. Monitored Item per subscription: 100 3: (0 - 65535)

Max. PublishRequest per session: 10 3: (1-100)

Max. DataChangedValue per MonitoredItem: 10 3: (1-100)

Security settings
[ Use certificates

| PrI/CA

|t5u:upcua.u:|er

|t5u:upcua.pem

Authentication settings

[v Anonymous

User name |

-

Password |

[ Certificate

Trace level: |N0 tracing ﬂ

Default 0 | Cancel

Figure 3-20: Server dialog box

-~

5. In the Authentication settings section:
a. Keep the Anonymous check box selection.
b. Optional: Click the User name/Password check box to activate the User name and Password text
boxes.
c. Ifapplicable, enter a User name and Password for the configuration.
d. Click OK to save the changes or selections and close the dialog box.
The Fieldbus Editor returns showing the added OPC UA Server node.

6. On the vertical toolbar, click the Insert Master/Port button ( & ).
The "OPC UA - Endpoint dialog box" (= p. 69) opens. (Figure 3-21)
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Endpaint *

TCP/IP Address: | |

Fort: 4340 =

Security Policies

v Mone

| Basic128Rsals
[ Basic256

[ Basic2565ha2se

Default | QK | Cancel

Figure 3-21: Endpoint dialog box

™~

In the Security Policies section, accept the default selection of None.
8. Click OK to save the changes or selections and close the dialog box.
The Fieldbus Editor returns.
9. Add applicable groups and variables using the "OPC UA - Add Multiple Groups and Variables to the Driver
Configuration" (= p. 15) procedure.
10. Compile and download the project to the KAS controller (e.g., PCMM2G).
11. Continue with "2. UaExpert Configuration (without Certificates)" (= p. 42).
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3.1.3.2 2. UaExpert Configuration (without Certificates)
The procedure in this section configures UaExpert for connection to PCMM2G.

1. Verify the procedure in the "1. PCMM2G Configuration (without Certificates)" (= p. 39) section is
completed.
2. Start UaExpert.

The UaExpert main window opens.

3. Inthe Project tree, right-click Servers and click Add. (Figure 3-22)

File Server Document Setbngs Help

& ¥ i @ * - . = = ¥ -

Progect [ Dts Actiid Vs
a f] Progect ] Serve
M Serven .
4 fJ Documents @ Add

M Data Access View

Figure 3-22: Add option
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The Add Server dialog box opens. (Figure 3-23)

B 2dd Server ? x

Configuration Name @

PKI Stare Default e

Discovery Advanced

Endpoint Filter: | Mo Filter e

1 Local
» T ServersOnMetwork
b Eﬂ' Global Discovery Server
& < Double click to Add GDS Server... >
b Eﬂ' Custom Discovery
% < Double click to Add Server... >
b Eﬂ' Reverse Discovery
& < Double click to Add Reverse Discovery... »
) Recently Used

Authentication Settings

o Anonymous

Username Store

Password

Certificate

Private Key

[] conmect Automatically

K, Cancel

Figure 3-23: UaExpert Add Server dialog box

4. Under Custom Discovery, double-click the text.
The Enter URL dialog box opens.
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5. Enterthe URLas opc.tcp:// (PCMM2G IP Address) toaddthe OPC UA Server. (Figure 3-24)
- : .
. Add Server f

Configuration Name @

PKI Stare Default e

Discovery Advanced

Endpoint Filter: | Mo Filter e

1 Local
> ) ServersOnMetwork
bl @ Global Discovery Server
% < Double click to Add GDS Server... >
bl @ Custom Discovery
% < Double click to Add Server... >
bl @ Reverse Discovery

4 B8 Enter URL ? X
© §

Enter the URL of a computer with discovery service running:

opc. top: ff | ~

Authentication Settings

0 Anonymous

Username Store

Password

Certificate

Private Key

[ connect Automatically

K, Cancel

Figure 3-24: Enter URL dialog box

6. Click OK to save the changes or selections and close the dialog box.
The Add Server dialog box returns.
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NOTE

A Replace Hostname message may appear. (Figure 3-25)

. Replace Hostname

GetEndpoints failed using the discovery URL cpc.top://kas-pommagi4240/
returned from FindServers. Do you want to try the URL opetope//
48340/ with the hostname used to call FindServers?

Yes Mo

Figure 3-25: Replace Hostname message
This prompt appears because the PCMM2G supports OPC UA device discovery using its IP address, not

by its hostname.
Click Yes to continue.

(D IMPORTANT
A None security policy must be configured for the OPC UA Server in the KAS project.

7. Under Custom Discovery, expand the newly added node.

Kollmorgen | kdn.kollmorgen.com | February 2026 45




OPC UA Server User Manual | 3 OPC UA - External Software Communications

8. Under the opc.tcp://(PCMM2G_IP_Address), select None. (Figure 3-26)

B 2dd Server ? x

Configuration Mame opent2541-based OPC LA Application@

PKI Stare Default e

Discovery Advanced

Endpoint Filter: | Mo Filter e

1 Local
» T ServersOnMetwork
b Eﬂ' Global Discovery Server
& < Double click to Add GDS Server... >
b Eﬂ' Custom Discovery
% < Double click to Add Server... >
~ O opctep/
v [ openfi2idl-based OPC UA Application (opc.tep://kas-pormm2g:4840/)
a Mone - None (uatcp-uasc-uabinary)
v % Reverse Discovery
% < Double click to Add Reverse Discovery.. =
(-} Recently Used

Authentication Settings

ﬂ Anonymous

Username Store

Password

Certificate

Private Key

[] connect Automatically

Figure 3-26: Add Server dialog box - None
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o A Username and Password can be used if this Authentication Setting option is enabled in the KAS
project. (Figure 3-27)
« The password is always encrypted if Use Certificates is enabled in the KAS project.

B server Settings - open62541-based OPC UA Application@ ? *
Configuration
Configuration Mame open&2541-based OPC UA Application@
PKI Store Default e

Server Information

Endpaint Url opc. top:ff 4840/
Reverse Connect [:]

Security Settings
Security Policy Basic2565ha 256 v
Message Security Mode  Sign & Encrypt e

Authentication Settings

O Anonymaous

|Isername kas B store
Password T

Certificate

Private Key

Session Settings

Session Mame urr:SBA- :UnifiedAutomation:UaExpert

K, Cancel

Figure 3-27: Server Settings dialog box - Username and Password

9. Click OK to save the changes or selections and close the dialog box.
The server is now available in the UaExpert project tree.
10. Continue with "3. UaExpert Connection to the PCMM2G (without Certificates)" (= p. 48).
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3.1.3.3 3. UaExpert Connection to the PCMM2G (without Certificates)
The procedure in this section connects UaExpert to the PCMM2G.

1. Verify the procedure in the "2. UaExpert Configuration (without Certificates)" (= p. 42) section is completed.
o
2. On the toolbar, click the Connect button ( ™ ) to connect to the server.
Data is now available from the KAS/PCMM2G OPC UA Server. (Figure 3-28)

I Unified Automation UaExpert - The OPC Unified Architect

) e B B o X &
Project g X
v [ Project

~ [ Servers

Q} openbidl-based OPC UA Application@
~ [ Documents

[0 Data Access View

Address Space F X
3 No Highlight w
=) Root
v [ Objects
~ o PLC
¥ g Control

» @ Control/ClearFaults
» @ Control/Disablefxis
» @ Control/Distance
» ¥ Control/DoEStop
» @ Control/DoRelativeMove
» e Server
> 12 Types
> 2D Views

Figure 3-28: UaExpert - KAS OPC UA Data Objects

3. Inthe Address Space scroll box, select the applicable PLC object.
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[ Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject*

Drag-and-drop the selected objects to the Data Access View table. (Figure 3-29)

File View Sever Document Settings Help
DB =0 X8 8RO
Project & X Data Access View [
v [ Project + Server Noded Display Name Value  Datatype Source Timestamp Server Timestamp  Statuscade
v [ Servers 1 opent2sAl-based ORC UA Application® NS1|String|Control/ClearFaults Control/ClearFaults  false Boolean G4215141AM  84215141AM  Good
123 opent2541-based OPC UA Application®1 | |3 openf2541-based OPC UA A N AT Up Status/ECAT Up true Boolean  8:42:29.064 AM 8:42:29.064 AM Good
~ M Documents 3 open62s4l-based ORC UA Application®@ NST|String|Status/AxisT ActPos Status/AvislActPos  B9.8578543799 Double  32332560AM  92332560AM  Good
4 open62541-based OPC UA Application@ N false Boolean E4215.141AM  84215141AM  Good
Address Space S XIS openssii-based OPC Ut Application® NS1String|Control/D Control/D false Boolean 84215141AM  B421S121AM  Good
3 [No tighicht Y |6 opent2sai-based OPC UA N51[String] © false Boolean  8:42:15.141 AM 24215141AM  Good
[ Root
v [ Objects
~ &pLc
v & Control

@ Control/ClearFaults

@ Control/DisableAxis

‘@ Control/Distance

@ Control/DoEStop

@ Control/DoRelativeMove

Control/EnableAxis

>
>
>
>
>
>

-

@ Control/MoveAccel
> @ Control/MoveVel
& OPCUA

~ & Status
> @ Status/Axis|ActPos
> @D Status/Axis1Faulted
> @@ Status/AxisIPowered
> @ Status/ECAT_Up

Figure 3-29: Data Access View table

PCMM2G.

The Attributes panel appears.

Data Access View

In the Data Access View table, select a variable.

¢ Server
open62541-based OPC UA Applic..
open62541-based OPC UA Applic.
open62541-based OPC UA Applic

open62541-based OPC UA Appli
open62541-based OPC UA Applic.
open62541-based OPC UA Applic
open62541-based OPC UA Applic..
open62541-based OPC UA Applic.
open62541-based OPC UA Applic

FICET -

© @

Node Id

NS1[String|Cont...
NS1[String|Cont...
NS1[String|Cont...

NS1[String|Cont...
NS1[String|Stat...
NS1[String|Stat...
NS1[String|Stat...
NS1[String|Stat...

Dicplay Name Value
Control/ClearFaults false
Control/DisableAxis false
Control/Distance 90
Control/DoEStop
Control/DoRelativeMove  false
Status/Axis1ActPos -87.7611541748
Status/Axis1Faulted false
Status/Awis1Powered false
Status/ECAT Up true

Datatype  Source Timestamp ~ Server Timestamp
Boolean 841:18.207AM  841:18207AM  Good
Boolean 841:18207AM  841:18207AM  Good
Double 8:41:18.207AM  B:41:18207AM  Good
Boolean
Boolean 8207AM  B41:18207AM  Good
Double 105713239 AM  10:57:13230AM  Good
Boolean 841:18.207AM  841:18207AM  Good
Boolean 841:18207AM  841:18207AM  Good
Boolean B4T31941AM  B41:31.041AM  Good

Statuscode

Scroll through the variables to locate a variable with an AccessLevel set to CurrentWrite. (Figure 3-30)

Verify the values of PLC objects in the Data Access View table matches with the KAS project running on the

©Q | Attributes x
Sk @ [+)
Attribute Value
¥ Nodeld ns=1;5=Control/MoveAccel

Namespacelndex 1

IdentifierType String

Identifier Control/MoveAccel
ModeClass Variable
BrowseName 1, "Control/MoveAccel”
DisplayName "en-US", "Control/MoveAccel"
Description “en-US", *Control/MoveAccel”

~ Value

SourceTimestamp
SourcePicoseconds
ServerTimestamp.
ServerPicoseconds
StatusCode
Value

~ DataType
Namespacelndex
IdentifierType
Identifier

ValueRank
AmayDimensions
AccessLevel
UserAccessLevel

MinimumSamplinglnterval

Historizing

WiiteMask

UserWriteMask

Figure 3-30: Attributes panel

8. Double-click the applicable Value column cell and change its value.
9. Switch to the KAS-IDE window.

9/15/2025 8:41:18.207 AM
0
9/15/2025 8:41:18.207 AM
0

Good (0x00000000)
1000

Double

0

Numeric

11 [Double]

-1 (Scalar)

UInt32 Array[-1]
CurrentRead, CurrentWrite
CurrentRead, CurrentWiite
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10. Navigate to the OPC UA Server Fieldbus Editor. (Figure 3-31)

[} Automation Suite ror ersion 4 3 aTestka - O
File Edit View Tools Window Help
M =Eoe R EE e b Xl Ek|8sy0-0iAG Siny nBEHRIORA
Project Explorer g x | FieldBus Editor [ x| | EtherCAT ‘ Control Panel | * Web server:192.168.1.120
Project View |8 | [Ero% OFC LA Server Name [ Value
MName Type =2 5 opetop:ocalhost 4840 Mame TEOPC-UA& Server
v g System Sinope - -8 Group: Status May. sessions z
v I Controller [ 1PCMM2G E| A fuis1ActPos [etPosl) = 61 641464233 Max. Subscriptions pers.. 5
v I PLC ey - ECAT_Up (biMotionE ngineStarted) = TRUE Max. Monitored ltem per ... 100
- A AwisTFaulted [Axis1Fault] = FALSE Max. PublishRequest per.. 10
~ ' Programs g X
*D Auniz1Powered [Main/PowerStat1] = TRUE Max. D ataChangedyalue... 10
@ Main 5T i i
0B Group: Contral Trace level Debug
> B Sub.prugrams b P MoveWel [Axis1Vel]l = 2000 Use certiicates O
“§ Defines P Movedocel [is1Accsl) = 1000.0 Cettficates path PKI/CA
v 3 Motion 4 ClearFsults [ExternalClearFaults) = FALSE Server certificate tSopcua.der
> g Profiles &2 Dizableduis [ExtemalDisable) = FALSE Server private key tSopeua.pem
> @ PLCopen PLCepen 72 Enabladsis [ExtermalEnable) = FALSE URI
@+ Controller Onboard /0 &7 DoEStop [ExternalE Stop) = FALSE Security Check 1}
5 == EtherCAT P DoRelativeMove [ExtenaloR elMove) = FALSE
iﬂ] References g 'EP D\s?gcczrx\sTF\elDlstanca]=SD.U
% Fieldbus G 1oup:
Control Panel Panel = =
TCR/P Addr.. | Port | Security seti... |
4840 168
Project Explorer | Dictionary | Libraries |
Information and Logs & X Watch Window g X
*Local log* | Controller log | Find and Replace | Browse Variable | Breakpoints | Compiler Qutput | - -1 3 |
Ll
Filter * ~ Configuration T Mame | value
ActPosl 81.641464233
Time Source  Level Message
Watch 1
53 Local: KasOpcllaTest:74 @ Controller, KasOpcUaTest:74 Drives: Active Running Connected E\J

Figure 3-31: KAS Fieldbus Editor

11. Change a variable value in the KAS-IDE.

12. Verify the change in UaExpert.
A re-browse of the variable value in UaExpert may be necessary to refresh the visible values.
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13. Select the PLC object and right-click to use Rebrowse. (Figure 3-32)

Project 2 X
v [0 Project
~ [0 Servers
Q} openb23dl-based OPC UA Application@®
~ [0 Documents

[0 Data Access View

Address Space g X
3 MNo Highlight ~
I=) Root
~ ) Objects
v [ PLC |
v & Control “% Rebrowse |
» @@ Control/ClearFaults
» @ Control/Disablefuds
» @@ Control/Distance
» @ Control/DoEStop
» @@ Control/DoRelativeMove
» @ Control/Enablefxis
& Control/Movelccel
» @ Control/MoveVel
Jb OPCUA
~ a Status
» @ Status/fxis1ActPos

Figure 3-32: Rebrowse option

NOTE

« A maximum of 100 OPC UA client connections are accepted simultaneously.
« Established connections are disconnected if no data is exchanged within 30 seconds.

See Also

o "OPC-UA - Establish a Server Connection with Certificates - UaExpert" (= p. 23)
o "OPC UA - Establish Server Connection without Certificates - Exor HMI" (= p. 53)
o "OPC UA - Troubleshooting" (= p. 62)
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3.2 OPC UA - Establish a Connection using Exor HMI

These procedures are used to communicate with the PCMM2G OPC UA Server using the Exor HMI tool.
o "OPC UA - Establish Server Connection without Certificates - Exor HMI" (= p. 53)

See Also
o "OPC UA - Troubleshooting" (= p. 62)
o "OPC-UA - UaExpert Installation" (= p. 22)

3.2.1 OPC UA - Exor HMI Installation

(D IMPORTANT
Registration is required to download JMobileStudio.

« JMobile Studio is a software application designed to create graphical HMI pages for Exor HMI products.
o See Automation Products - EXOR Int.

o See JMobile Suite & Software Downloads to download the software and view initial start-up instructions.
» Registration is required to download JMobileStudio.
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3.2.2 OPC UA - Establish Server Connection without Certificates - Exor HMI

1. Verify the "OPC UA - Exor HMI Installation” (= p. 52) procedure is completed.
2. Start the KAS-IDE.

3. Create a KAS project using an OPC UA Server configuration.

See "OPC UA - Create New Driver Configuration" (= p. 5).

a. Create a new KAS project using any application template.

b. Configure the controller for the project as a PCMM2G.

c. Inthe KAS-IDE Fieldbus Editor, create a valid OPC UA Server configuration with “Anonymous”

authentication setting enabled and several PLC variables assigned to it.

Compile and download the project to a PCMM2G controller.

Start the KAS project.

Launch JMobileStudio.

Start a new project for the Panel type you have available.
This example procedure uses eSmart10. (Figure 3-33)

No ok~

Project Wizard et

Device

B =SMARTOD4

B =SMARTOD4AM

B =SMARTOTM

| @ esmarTi0 |
B =SMART107

M =SMART107B

B =ToP5507
M =TOP5510 Project size: 240 MB (max)
B =TOP5515
B =205
W ex207 - .
W =210 wad 1023 E' @
+ .
W oo a] son |2 o 'S O O

Back Mext Finish Cancel

Figure 3-33: Exor Project Wizard - eSMART10

8. Click Finish.
The wizard closes and the ProjectView window opens.
9. Inthe ProjectView tree, in the Configuration section, select Protocols.
10. On the ProjectView toolbar, click the + button to open the Protocols tab.
11. Inthe Protocols tab > PLC column, click the drop-down arrow and select OPC UA Client.
The OPC UA Client dialog box opens.
12. Inthe Host text box, enter the PCMM2G IP address.
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13. Accept the defaults for all other parameters. (Figure 3-34)

Projectview ax 1fagel”.”  Prolocols x|
b - AW + = A v &
v B Proectd [FLC | Configuration
(63 Project propertes [ + DPC LA Chare =]
¥ Dm
v B3 rited OPC A Clent *®
w ' Normal . -
& i:Pagei |PLE Metwork [ ]
e
Duaiog F
5 Tenplstes Alas [ Cance
w9 Configraton
£} Protoccis L
=l Tegs
B rvends Ll 4540 5
= Reports I
Timeout (4] o =
A Marms 1o o
'f_- Events Buffer Sepurty Pokcy Hone
T Scheduer
S M anguece Securty Wode Hong
Bl Screen Saver
b Datatacse Links Username
(2 Dot ransfers
5 Interfaces Fassword
* P Sty
" Reope Servar Cotificaly
T Dectenanies
y g Chent Certificate
Chint Private Key

B Hostrame vakiaton
B A0 LRI wakdaton
B Tre casdeton

PLC Moaiels

Figure 3-34: OPC UA Client dialog box

14. Click OK to save the changes or selections and close the dialog box.
The ProjectView window returns.

15. In the ProjectView tree, in the Configuration section, select Tags.
The Tags tab opens.

16. On the Tags toolbar, click the >] button.
The HMISudio dialog box opens.
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17. Accept the default selection of OPC UA Discover v1.0. (Figure 3-35)

1:Pagel* Protocols* Tags x

&4 Oy [ 4 By 5] R |P- Search | Triterby:  Dat

Data Type Tag name

OPC UA Client:protl
Model: Default

Container

J HMIStudio *

o Multiple tag importers are available for this protocol. Please select the importer type and continue,

Version Type

OPC UA Discovery v1.0 Hierarchical

Taq Editor exported xml 1.1 General

Carcel

Figure 3-35: HMISudio dialog box

18. Click OK to save the changes or selections and close the dialog box.
This imports the dictionary from PCMM2G host.
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The OPCUA Client importer dialog box opens. (Figure 3-36)

of OPCUA Chent importer

0 Symbol descovery, cick Browse' to pull symbols. Do you want to continue?

|ope.tepsf 14840 | Manualbrowse | Ful Browse |
Security Sethings
Security Policy [Basic2ss =l
Security Mode [signandenarynt x|

Chient Certificate. [Users/220154916/AppData Local Temp HMIStudo, trp PPRMcY.der ... |
PrivateKey  JUsers/220154916/AppData/Local TempHMIStudio. trp [clbDk.pem .. |

Authentication Settings

(% Anorymous

Symbols found: O / Remaining nodes to process: O

Figure 3-36: OPC UA Client Importer dialog box

19. Click the Full Browse button.
The OPC UA Server Certificate dialog box opens.
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20. Click the Accept Temporarily button. (Figure 3-37)
of

e Symbol dscovery, dhd Browse” to pul symbols. Do you want to conbnue?

I" tep: 344 J i'-'\'.rl.dbrmvsel Pause |
Caaurity Satings
Security Made [P =]
Chent Cevtificate [Chent = tifica o]
Prnvabelay  |Chents prevate ke J |
Authenbcation Satlings
F Anonymous o OPC LM Server Certificate T =
learaTe I Sounty 0o s mode shy Do you want Bo trust §his server certificabe permanenthy?
- Cortificate detais
TR [t secumity pobcy and mede s
[Commanh...
Oirganization
Cirganizatio_.
Symisods found: 0 [ Remsining rodes to process: 0 Locality
B opent2idl-based OPC UA Application E;:;tr}'
DomainCa...
lesuer

Valsd fromn  2106-02-0TT0E23: 15,0007
Valid to 157001 -0 TOO:00: 00000
Cernal Murm

Thurbgrn..,

Advept parmanently | | AStepE bempor sy | Capy bo dpbasrd Cancal

-

o] oo |

Figure 3-37: OPC UA Server Certificate dialog box

The OPC UA Server Certificate dialog box closes.

Kollmorgen | kdn.kollmorgen.com | February 2026 57



OPC UA Server User Manual | 3 OPC UA - External Software Communications

The OPCUA Client importer dialog box returns. (Figure 3-38)

o OPCUA Client importer >

o Symbol discovery, dick ‘Browse' to pull symbols. Do you want to continue?

||:||:u:.1:cp:ﬂ 4340 j Manual bru::wse| Full Browse |

Security Settings

Security Policy |N|:|nE

Security Mode |N|:une

Client Certificate |Client's own certificate

L e b

Private Key |Client's private key

Authentication Settings

* Anonymous

Username |E|:-tl'| security policy and mode should be nane.
-

Password |E|:-tl'| security policy and mode should be nane.

Symbols found: 153 f Remaining nodes to process: 0

= openb5d41-based OPC UA Application -~
= Objects
+ Server
- PLC
- ExorTesting

ExorTesting/Axis2PosError
ExorTesting/CloseButton
ExorTesting/Axis2Relative
ExorTesting/fuxis2Abs
ExorTesting/bMotionEngineStarted
ExorTesting/fuxis2Vel
ExorTesting/fxis2SetZero
ExorTesting/ResetButton
ExorTesting/AxisTPosError

ExorTesting/Axis2)ogPlus -
[l FvnrTectinnd/ArtDacd J

QK Cancel |

= T

Figure 3-38: OPCUA Client importer dialog box

21. In the Symbols found scroll box, verify all Tags setup in the KAS-IDE Fieldbus Editor have been found.
22. Optional: Clear the check boxes of any variables that are not applicable.
23. Click OK to save the changes or selections and close the dialog box.

58 Kollmorgen | kdn.kollmorgen.com | February 2026




OPC UA Server User Manual | 3 OPC UA - External Software Communications

If successful, a confirmation message appears.
This message shows the number of imported tags. (Figure 3-39)

oJ OPCUA Client importer -... X

o 24 Tags added

OK

Figure 3-39: Imported tags confirmation message.

24. Click OK to close the confirmation message.
The Tags tab is populated with all imported tags from the KAS-IDE Fieldbus Editor. (Figure 3-40)

These Tags can be used with objects in the Exor panel screens.

1:Fagel* | Protocods”  Tags x|

+ = 2] [ %4 6d 5 m [0 Triterby:  Datm Ttemes wesect-0)/ 1000C
Data : Tipe Tag name
CPC UA Chentprot] x
“ Model: Defout Contaner
4 openG25albased OPC LA Apploation Contniner
4 Ohiects Conthrer
4 PLC Container
4 TestGroup Container
d Server Container

Figure 3-40: Tags tab populated with all imported tags
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In the Page tab, the setup screens can now select object and add imported tag to DataLink parameter.
(Figure 3-41)

T nsaer 5] e | ke
ESS QR e "
e @S gl dubein g
yp—
=3 23 e
= il s E st - =
.n:ur Crtndl
Multi-Axis . -
) —— e
Motion e
. o —
- -
=1 .
(= g
= =
(== Y
—
= —=

Figure 3-41: Example: 1:Page tab
Example: Figure 3-42 show the screen running an eSmart10 panel with objects mapped to tags through
OPC UA.

IF Address 192.1¢ Axis 1 Position (deg) Axis 2 Position (deg)

Falt &7 Failt A2
m All Axis Enabled .
Faul Mumber A2

Fault Mumboer A1

M u |t|_Ax' S Fault Descrption A Fault Description A2
Motion )
Pogition Emor A1 49 Pasition Emer A2 0155
Mastes Vilosity =00 0 degs
== - B3 E3
Rurn/ S1op
Vel 20000 degrs Vel 20000  degis

Figure 3-42: Example: iSMART10 panel

See Also

o "OPC-UA - Establish a Server Connection with Certificates - UaExpert" (= p. 23)
o "OPC-UA - Establish a Server Connection without Certificates - UaExpert" (= p. 39)

o "OPC UA - Troubleshooting" (= p. 62)
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4 OPC UA - Additional Features

According to the OPC UA Standard, Part 7, the OPC UA Server implementation supports these features:

Service Set Service Supported
Attribute e Read « YES
« History Read « NO
o Write « YES
« History Update « NO
Discovery o Find Servers o YES
« Find Servers On Network « NO
o GetEndpoints o« YES
o Register Server « NO
o Register Server 2 « NO
Method Call NO
Monitored Item o Create « YES
o Modify o« YES
« Set Monitoring Mode « YES
« Set Triggering « NO
« Delete Monitored ltems « YES
Node Management o Add nodes « NO
o Add references « NO
o Delete nodes « NO
 Delete references « NO
Query o Query First « NO
o Query Next « NO
Session o Create Session e YES
o Activate Session e YES
o Close Session e YES
o Cancel « NO
Subscription e Create e YES
o Modify o YES
» Set Publishing Mode e YES
o Publish o YES
e Republish e YES
o Transfer Subscriptions « NO
o Delete Subscriptions e YES
View « Browse « YES
o Browse next « YES
» TranslateBrowsePathsToNodelds « YES
« Register Nodes « YES
« Unregister Nodes « YES
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5 OPC UA - Troubleshooting

If the connection to the server cannot be established, verify if the:

» Correct server IP and port are configured within the client configuration.

o Runtime Service can open the configured OPC UA listening port successfully.

o Machine running the Runtime Service can be reached within the network (e.g., ping command).
o Passwords for the server and client configuration match.

» Correct certificates are used.

» Correct security policy is configured for server and client.
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6 Dialog boxes, Windows, and KAS Ul Elements

6.1 OPC UA -Add TAG(S)* dialog boX ... 64

6.1.1 Add TAG(s)* dialog box buttons ... .. 65
6.2 OPC UA-Endpointdialog box ... .. . 69
6.3 OPC UA - Group: dialog boX ... 71
6.4 OPC UA -Insert Variable dialog box ... ... . . 73
6.5 OPC UA - Server dialog boX ... 76
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6.1 OPC UA - Add TAG(s)* dialog box

Usage

The Add TAG(s)* dialog box is used to:
« Add and configure global variables and variables from all programs to specific variable groups of the
driver.
» Create new groups for organizing variables.

« Remove selected variables.
« Shift groups or selected variables within the current group up or down.

The sections are:

o "Add TAG(s)* dialog box buttons" (= p. 65)

« "Variables Dictionary table" (= p. 67)

o "Group/Variables table" (= p. 68)
Access

1. Inthe OPC UA Server tree, right-click a Master node and select the Add TAG(s) option. (Figure 6-1)

= Kollmorgen Automation Suite Integrated Development Environment (version 4.05.0.96713) — X
File Edit View Tools Window Help
GaMmboaRaEedemee sse 0 0Agsiurmpndi0R
FieldBus Editor a

Project Explorer 8 x
Project View e

Project Explorer ‘ Dictionary | Libraries ‘

Figure 6-1: Add TAG(s) option
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Ctrl+C
e z Ctrl+X
> [l Programs & i
> I3 Subprograms rl
& Defines
v 3 Motion Insert Network
> I Profiles Insert Master/Port
> @ PLCopen PLCopen Insert Slave/Data Block
@ Controller Onboard 1/0 Name Insert Symbol
== EtherCAT Data Canirol Import Children
[ References Export Children
& Fieldbus move gp
E Control Panel Panel ovelt own)
[ FaultReportPanel Panel Add TAG(s)...
D KVBProject KVB 2
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The Add TAG(s)* dialog box opens. (Figure 6-2)

m Add TAG(s) X
7 Name [Type [Dim. | Aftib.  |Intvalue | UserGroup | KVB [TAG | Description rsagon |
o T -

VelOverridePercent REAL 100.0 | Group/Variable | TAG Name | Mode | TAG Type |
ActPos1 LREAL

Ready BOOL

ActPos2 LREAL

EStopButton BOOL

ResetButton BOOL

OpenButton BOOL

CloseButton BOOL

StartMove BOOL

EtherCAT EtherCATCode Read-only O

Axis1 lib:AXIS_REF

Axis2 lib:AXIS_REF

AxisPoweredON BOOL O

EStopt BOOL (m]

EStop2 BOOL (m]

Axis1Fault BOOL

Axis2Fault BOOL

Axis1FaultNumber DINT

Axis1FaultDescription STRING(239)

Axis2FaultNumber DINT

Axis2FaultDescription STRING(239)

Axis1JogPlus BOOL

Axis1JogMinus BOOL

Axis1Vel LREAL LREAL#200

Axis1Accel LREAL LREAL#1000

Axis2JogPlus BOOL

Axis2JogMinus BOOL

Axis2Vel LREAL LREAL#200

Axis2Accel LREAL LREAL#1000

Axis1SetZero BOOL

(AXIS?SE‘ZE[D BOOL R e o= G

Figure 6-2: Example: Add TAG(s)* dialog box with content

6.1.1 Add TAG(s)* dialog box buttons

= Add TAG(s)* * X
[T Name Type Dim Adtrib Init value User Grou KvB TAG | Description
EStopBution lBOpDL ‘ , ‘ ‘ - ‘ ‘ £ @ T Romore_| w | <
ResetButton BOOL A GroupMariable | TAG Name | Mode | TAG Type |
OpenBution BOOL Data Control Varisbles2  TAG Name2a ReadOnly BOOL
CloseButton BOOL Axis1Fault Axist Fault FeadOnly BOOL
Starthove BOOL Axis1JogPlus AxistogPlus  ReadOnly BOOL
EtherCAT EtherCATCode Read-only o = ALAGIName 3o On SN2
Axis lib:AXIS REF AxisLoop/PowerEn D1 AxisLoop/Po.. ReadOnly INT16
Axis? lib AX\SiREF Axis1FaultNumber Axist FaultMu..  FeadOnly INT32
AxisPoweredON BOOL - O Axis2Faulthumber Axis2FaultMu.. ReadOnly INT32
EStop1 BOOL [m]
EStop2 BOOL [m]
Axis1Fault BOOL
Axis2Fault BOOL
Axis1FaultNumber DINT
Axis1FaultDescription STRING(239)
Axis2FaultNumber DINT
Axis2FaultDescription STRING(239)
Axis1JogPlus BOOL
Axis1JogMinus BOOL
Axis1Vel LREAL LREAL#200
Axis1Accel LREAL LREAL#1000
Axis2JogPlus BOOL
Axis2JogMinus BOOL
Axis2Vel LREAL LREAL#200
Axis2Accel LREAL LREAL#1000
Axis1SetZero BOOL
Axis2SetZero BOOL
Axis1Relative BOOL
Axis1RelDistance LREAL LREAL#90
Axis2Relative BOOL
Axis2RelDistance LREAL LREAL#90
(MasterVe\oclty LREAL LREAL#200 R v . e Cancel

Figure 6-3: Add TAG(s)* dialog box buttons

Dialog box Description

Button Description

>
button Click the > (J) button to move the selected variable to the Group/Variable table.

* TIP

In the Variable Dictionary table, select a variable and drag it under the designated group.

Add Click the Add group button to add a new group row in the Group/Variable table.
group button
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Button Description

Remove Click the Remove button to immediately delete the selected variable from the
button Group/Variable table.

Up button

Click the Up button to move the selected item in the Group/Variable table up.
Down button

OK button

Click the Down button to move the selected item in the Group/Variable table down.

Click OK to save the changes or selections and close the dialog box.
Cancel button

Click Cancel to discard all changes or selections and close the dialog box.
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Variables Dictionary table

( Variables Dictionary table
® Add TAG(s)* W—’ X
[T _Name | Type | Dim | Attrib | Init value | UserGroup | KVEB | TAG | Description 1) g — ‘ Up | ‘
EStopButton BOOL ~
ResetButton BOOL j Group/variable | TAG Name | Mode | TAG Type |
OpenButton BOOL Data Cantrol Verisbles-2  TAGMName-2a ReadOnly  BOOL
CloseBution BOOL Ao Faul AxsiFault  ReadOnly  BOOL
Starthove BOOL A1 JogPlus AxislJogPlus  ReadOnly  BOOL
EtherCAT EtherCATCode Read-only O Gl TAGName3s WiteOnly  INT32
Ais ibAXIS REF #xisLoop/PowerEriDl  AxisLoop/Po.. ReadOnly  INTI6
Axis? ib-AXIS REF s 1 FauliNumber #xisIFaulNu. ReadOnl  INT32
AxisPoweredON BOOL o Axis2FauliNumber Axis2FaulNu. ResdOnly  INT32
EStop1 BOOL [m]
EStop2 BOOL [m]
Axis1Fault BOOL
Axis2Fault BOOL
Axis1FaultNumber DINT
Axis1FaultDescription STRING(239)
Axis2FaultNumber DINT
Axis2FaultDescription STRING(239)
Axis1JogPlus BOOL
Axis1JogMinus BOOL
Axis1Vel LREAL LREAL#200
Axis1Accel LREAL LREAL#1000
Axis2JogPlus BOOL
Axis2JogMinus BOOL
Axis2Vel LREAL LREAL#200
Axis2Accel LREAL LREAL#1000
Axis1SetZero BOOL
Axis2SetZero BOOL
Axis1Relative BOOL
Axis1RelDistance LREAL LREAL#90
Axis2Relative BOOL
Axis2RelDistance LREAL LREAL#90
(MaslerVEIDcl'y LREAL LREAL#200 R A a e

Figure 6-4: Add TAG(s)* dialog box - Available Dictionary table

Dialog box Description

Column Description

Name column This column is the name of the variable.
Type column This column is the data type of the variable.
Dim. column o This column shows the dimensions of the variable's array.

o See Arrays.

Attrib. column o This column is the attribute of the variable.
o Example: Read-only

Init value column This column is the initial value of the variable.

User Group column e This column is the part of the description (comment).
« Can be used as a TAG in the variable editor to filter or sort variables.

KVB column N/A
TAG column N/A

Description column N/A
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Group/Variables table

& Add TAG(s)* (Group / Variables table X

|7 Name | Type | Dim | Attrib | Init value | UserGroup | KVB | TAG | Description pre— | — | ™ | |
EStopButton BOOL ~ I T T T
ResetButton BOOL j Group/variable | TAG Name | Mode [ TAG Type |
OpenButton BOOL Data Confral Varishles-2
CloseButton BOOL Auis1Fault MvslFaut  ReadOnly  BOOL
StariMove BOOL Auis1JogPlus AvielJogPlus  ReadOnly  BOOL
EtherCAT EtherCATCode Read-only O [EEY
Axist ibAXIS REF MvisLoop/PowerEniD]  AvisLoop/Po.. ReadOnly  INTI6
Axis? ibAXIS REF g 1FauliNumber el FaulNu.. ReadOnly  INT32
AxisPowersdON BOOL o Auis2FauliNumber AvisZFauiNu. ReadOnly  INT32
EStop1 BOOL [m]
EStop2 BOOL [m]
Axis1Fault BOOL
Axis2Fault BOOL
Axis1FaultNumber DINT
Axis1FaultDescription STRING(239)
Axis2FaultNumber DINT
Axis2FaultDescription STRING(239)
Axis1JogPlus BOOL
Axis1JogMinus BOOL
Axis1Vel LREAL LREAL#200
Axis1Accel LREAL LREAL#1000
Axis2JogPlus BOOL
Axis2JogMinus BOOL
Axis2Vel LREAL LREAL#200
Axis2Accel LREAL LREAL#1000
Axis1SetZero BOOL
Axis2SetZero BOOL
Axis1Relative BOOL
Axis1RelDistance LREAL LREAL#90
Axis2Relative BOOL
Axis2RelDistance LREAL LREAL#90 u J
(MaslerVe\uclty LREAL LREAL#200 R v oK Cancel

Figure 6-5: Add TAG(s)* dialog box - Group/Variable table

Group/Variable
column

TAG name column

Mode column

TAG Type column

Dialog box Description

Column Description

This column is the user-defined name of the OPC UA group or variable.
In the Group/Variable column, double-click the column cell.

The Group/Variable text box appears.

In the Group/Variable text box, enter a name for the new group.

This column is the user-defined name of the TAG.

In the TAG Name column, double-click the column cell.

The TAG Name text box appears.

In the TAG Name text box, enter the name used by OPC UA clients to identify this
variable.

This column is the user-defined data access mode of the variable.
In the Mode column, double-click the column cell.

The Mode list box appears.

In the Mode list box, double-click a selected option.

This column is the user-defined data type of the TAG.

In the TAG Type column, double-click the column cell.
The TAG Type list box appears.

In the TAG Type list box, double-click a selected option.
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6.2 OPC UA - Endpoint dialog box

Usage
The Endpoint dialog box is used to add an individual endpoint to an OPC UA Server.
See "OPC UA - Insert an Endpoint" (= p. 8).

Access

1. Inthe Fieldbus Editor tree, select OPC UA Server.
The Insert Master/Port button in the vertical toolbar is activated. (Figure 6-6)

- ion Suite Integrated De i (version 4.05.0.96713) - =) X
File Edit View Tools Window Help
isaMmc oo QGE®|em R8s s 0 0iAESsin mpoE0R

8 x FieldBus Editor* [x]
Project View 0PC UA Server [ Value
.

Name Type E ;5 OFC-UA Server
v g System Sinope -8 :
~ @ Controller [192.168.0.101] PCMM2G o 100
v I PLC & :E
> 'F Programs & .
> [ Subprograms o] o
& Defines PKI/CA
« I3 Motion bt
> i Profiles
> @ PLCopen PLCopen o
@ Controller Onboard 1/0 [TCPAPAA. [Port  [Securitys. ]
== EtherCAT
£l References
& Fieldbus
@ Control Panel Panel
[E FaultReportPanel Panel
€D KVBProject KvB 2

Project Explorer | Dictionary | Libraries |

Figure 6-6: Insert Master/Port button

2. On the vertical toolbar, click the Insert Master/Port button ().
The Endpoint dialog box opens. (Figure 6-7)

Endpoint *

TCP/IP Address: I |

Part: 4540 =

— Security Polides
¥ Mone
[" Basic128Rsal5
[ Basic25s
[ Basic2565ha2s6

Default | oK I Cancel

Figure 6-7: Endpoint dialog box
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Dialog box Description

Section

Security
Policies section

Element

TCP/IP Address
text box

Port spin box

None check box

Basic128Rsa15
check box

Basic256 check
box

Basic256Sha256

check box

Default button

OK button

Cancel button

Description

¢ Inthe TCP/IP Address text box, enter the TCP/IP address of
the KAS controller (e.g., PCMM2G).
e The default is a blank text box.

* TIP

o Leave this text box blank to use the KAS controller assigned IP
address.

« In the Port spin box, enter the Listening Port opened by the OPC
UA Server.
o Therangeis 1025 to 65535.
e The default is 4840.

(CIMPORTANT

« If using certificates in the "OPC UA - Server dialog box" (= p.
76), Security settings section, at least one of the
Basic128Rsa15, Basic256, or Basic256Sha256 check boxes
must be selected.

« If the Anonymous check box is selected in the "OPC UA -
Server dialog box" (= p. 76), Authentication settings section,
the None check box must be selected.

 Click the None check box so that no security settings are used.
» This check box is the default selection.

 Click the Basic128Rsa15 check box to use both the Basic128
and RSA15 security policies.
o RSA15 is the key wrap algorithm.
« 128-bit Basic is the message encryption algorithm.

Click the Basic256 or Basic256Sha256 check box to use the 256-
bit Basic as the message encryption algorithm.

Click the Basic256Sha256 check box to use both the Basic256 and
SHA256 security policies.

o SHAZ256 is the signature digest.
« 256-bit Basic is the message encryption algorithm.

Click Default to reset all changes or selections back to the default
settings.

Click OK to save the changes or selections and close the dialog
box.

Click Cancel to discard all changes or selections and close the
dialog box.
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6.3 OPC UA - Group: dialog box

Usage
The Group: dialog box is used to create an individual group.

NOTE

o The Group: dialog box can only create a single group.
o See "OPC UA - Add Multiple Groups and Variables to the Driver Configuration" (= p. 15).

Access

1. Inthe Fieldbus Editor tree, select an OPC UA Server endpoint.
The Insert Slave/Data Block button in the vertical toolbar is activated. (Figure 6-8)

= Koll ion Suite i Development Environment (version 4.05.0.96713)
File Edit View Tools Window Help
@M me /o EE®|ampess 0 OEALSSiny mBHEG QR

Project Explorer 8 x FieldBus Editor* [x]
Project View [Value
o

Name Type
© i@ System Sinope o
v 1@ Controller [192.168.0.101] PCMM2G [N
v | PIC 5
> W Programs 5
> |3 Subprograms
4§ Defines
v 3 Motion
> kg Profiles
> @1 PLCopen PLCopen
@ Controller Onboard 1/0
== EtherCAT
[l References
# Fieldbus
& Control Panel Panel
[ FaultReportPanel Panel
€D KVBProject KVB 2

Project Explorer | Dictionary | Libraries |

Figure 6-8: Insert Slave/Data Block button

2. On the vertical toolbar, click the Insert Slave/Data Block button ().
The Group: dialog box opens. (Figure 6-9)
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M. Group:
Froperties | wimlin
Name |Data Contral Y anables

Cancel

Help

Pl

Figure 6-9: Group: dialog box with Name - Value text box

Dialog box Description

Section Element Description
Properties The Properties column lists the properties to define for this variable.
column
Value column The Value column shows the entered Name of the data group.
Name - Value text In the Name - Value text box, enter the name of the new data group.
box
Default button Click Default to reset all changes or selections back to the default
settings.
OK button Click OK to save the changes or selections and close the dialog
box.
Cancel button Click Cancel to discard all changes or selections and close the
dialog box.
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6.4 OPC UA - Insert Variable dialog box

Usage
The Insert Variable (?7?7?) dialog box is used to define a variable for a data group.

Access

1. Inthe Fieldbus Editor tree, select the OPC UA Server data group to assign a new variable to.
The Insert Variable button in the vertical toolbar is activated. (Figure 6-10)

= Koll ion Suite d Development Environment (version 4.05.0.96713) - o X
File Edit View Tools Window Help
s Mimb oo SBR[ BB S e 0 0iAiaSin MEH G
oject Explorer 8 x FieldBus Editor*
Project View [§ [ orcuASewer [[Name | Value
Name Type &l Data Control Variables
v i@ System Sinope -8
v @ Controller [192.168.0.101] PCMM2G A
v ;[ PLC o
> N Programs &
> s Subprograms o
4 Defines
v E3 Motion
> g Profiles
> @1 PLCopen PLCopen
@ Controller Onboard /0 Symbol [ TAG Name [ Mode [ TAG Type |
== EtherCAT
i References
& Fieldbus
Control Panel Panel
FaultReportPanel Panel
D KVBProject KVB 2

Project Explorer | Dictiona Libraries

Figure 6-10: Insert Variable button

2. On the vertical toolbar, click the Insert Variable button (IE‘).
The Insert Variable (?7?7?) dialog box opens. (Figure 6-11)

m 7 X
Properties | Walue ak |
Symbal

TAG Name Carcel |
Mode ReadOnly Help |
TaG Tepe BOOL

Figure 6-11: Insert Variable (???) dialog box
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Dialog box Description

Section Element Description
Properties The Properties column lists the properties to define for this variable.
column
Value The Value column shows the entered Name of the variable.
column
Symbolrow Variables combo- « Inthe Symbol row, double-click the Value column cell to open the
box Variables combo-box.
 Inthe Variables combo-box, select the applicable variable.
NOTE
Only a single variable can be selected in the combo-box.
TAG Name  TAG Name - In the TAG Name - Value text box, enter the name used by the OPC UA
row Value text box client to address the variable.
Mode row Mode - Value list » Inthe Mode - Value column cell, double-click the cell to open the
box Mode - Value list box.
« Inthe Mode - Value list box, select the Read/Write permissions for
this variable.

The options are:

o Read-only
o Write-only
o Read/ Write (default)
o Nb. Use Sessions
« Displays the number of clients connected (sessions) to the
server.
o Nb. Used Subscriptions
» Displays the number of subscriptions to the server.
o Nb. Used Monitored Items
» Displays the number of monitored items to the server.
o Nb. Used Publish Request
« Displays the current managed requests in the server.
o Nb. Used Notification Msg
» Displays the current number of notification messages send by

the server.
TAG Type TAG Type - o Inthe TAG Type Value column cell, double-click the cell to open the
row Value list box Mode - Value list box.
» Inthe TAG Type - Value list box, select the OPC UA data type for
this variable.

The options are:

« BOOL o INT64

o FLOAT32 o STRING256

o FLOATG64 o UINT8

o INT8 o UINT16

e INT16 o UINT32

o INT32 o UINT64

Default button Click Default to reset all changes or selections back to the default

settings.
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Section Element Description
OK button Click OK to save the changes or selections and close the dialog box.
Cancel button Click Cancel to discard all changes or selections and close the dialog
box.
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6.5 OPC UA - Server dialog box

Usage
The Server dialog box is used to define the application settings for the OPC UA Server.

Access
1. Inthe Project Explorer, double-click the Fieldbus node to open the Fieldbus Editor.

2. On the vertical toolbar, click the Insert Network (Configuration) button ( B ).
The Add Configuration dialog box opens.
3. Inthe Select a configuration tree, select OPC UA Server. (Figure 6-12)

® Add Configuration

Select a configuration
e (Al

*
“1 EthemeylP (ODVA) Cancel

B OPCUA

I _FC LA Server

- Profinet 10

Figure 6-12: Add Configuration dialog box - OPC UA Server selected
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4. Click OK to save the changes or selections and close the dialog box.
The Server dialog box opens. (Figure 6-13)

r -

M. Server X

Mame:

URI:

—Settings

Max. sessions I 2 5: {1- 100)
Max. Subscriptions per session: I 5 3: {0 - 100)

Max. Monitored Item per subscription: I 100 3: (D - 65535)
Max. PublishReguest per session: I 10 3: {1-100)
Max. DataChangedValue per MonitoredItem: I 10 5: {1- 100)

— Security settings

[~ Use certificates

Certificates path: I PKI/CA
Server certificate; I tSopcua.der
Server private key: I tSopcua.pem

— Authentication settings

v Anonymous

User name I

Password I

™ Certificate

Trace level: INn trading ;I

Default | K I Cancel

Figure 6-13: Server dialog box
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Dialog box Description

Section

Settings section

Element

Name text box

URI text box

Max. Sessions spin box

Max. Subscriptions per
session spin box

Max. Monitored Item per
subscription spin box

Max. Publish Request
per session spin box

Max. Data Changed
Value per Monitored
Item spin box

Description

In the Name text box, enter a name for this specific
server configuration.

This Name is used to distinguish the server instance.
The server is identified via this name.

The defaultis T5 OPC UA Server.

In the URI text box, enter the URL used for the certificate
authentication.

It must be the same URL as the URL used in the Subject
Alternative Name of the server certificate.

In the Max. Sessions spin box, enter the maximum
number of simultaneously connected OPC UA client
sessions.

The range is 1to 100.

The default is 2.

In the Max. Subscriptions per session spin box, enter
the maximum number of subscription groups a client can
create per session.

The range is 1 to 100.

The default is 5.

In the Max. Monitored Item per subscription spin box,
enter the maximum number of items that can be
monitored within a single subscription.

The range is 0 to 65535.

The defaultis 100.

In the Max. Publish Request per session spin box,
enter the maximum number of active publish requests
per session.

Requests are initiated immediately after a subscription is
created.

The range is 1 to 100.

The defaultis 10.

In the Max. Data Changed Value per Monitored
Item spin box, enter the maximum number of value
changes stored in memory for each Monitored Item.
The range is 1 to 100.

The defaultis 10.
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Section Element Description

* TIP

Security settings  Use certificates check

section

Authentication
settings section

box

Certificates path text box

Server certificate text
box

Server private key text
box

Anonymous check box

User
name/Password check
box

User name text box

Password text box

Certificate check box

Kollmorgen recommends accepting the defaults in the
Security settings section to use self-signed certificates.

o The settings selected in this section enables secure
communication using digital certificates.

» Inthe Security settings section, click the
Use certificates check box to use digital certificates for
data encryption between the server and client.
When selected, the text boxes of this section are
activated.

+ When selected, the text boxes of this section are
activated.

o By default, this check box is not selected.

« Inthe Certificates path text box, enter the relative
directory path where the certificates are stored.
o The defaultis PKI/CA.

« Inthe Server certificate text box, enter the filename of
the server certificate used for encryption.
o The default is tSopcua.der.

{DIMPORTANT
The file must be stored in a subfolder called certs in the
designated certificates folder.

« Inthe Server private key text box, enter the filename of
the server private key used for encryption.
o The default is tSopcua.pem.

(CIMPORTANT

The file must be stored in a subfolder called private in the
designated certificates folder.

o The check boxes in the Authentication settings section
can be used singly or in any combination.

o Click the Anonymous check box to use non-encrypted
communications.

Click the User name/Password check box to activate the
User name and Password text boxes.

In the User name text box, enter a user name restricting the
access to the server.

In the Password text box, enter a password restricting the
access to the server.

Click the Certificate check box so the server allows the
client to authenticate with a certificate.
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Section Element Description

Trace Level list box « Click the Trace Level list box arrow and select the log
level for OPC UA Server Runtime Service messages
written to the controller log output.

See Log Messages tabs.

The options are:

« No tracing - Select the No tracing option to log only
critical and warning messages.
e This is the default.
« Information - Select the Information option to log
information messages.
o This selection includes critical and warning
messages.
o Debug - Select the Debug option to log debug
messages.
« This selection includes critical, warning, and
information messages.

Default button Click Default to reset all changes or selections back to the
default settings.

OK button Click OK to save the changes or selections and close the
dialog box.

Cancel button Click Cancel to discard all changes or selections and close

the dialog box.
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Copyrights
Copyright © 2026 Regal Rexnord Corporation, All Rights Reserved.

Information in this document is subject to change without notice. The software package described in this
document is furnished under a license agreement. The software package may be used or copied only in
accordance with the terms of the license agreement.

This document is the intellectual property of Kollmorgen and contains proprietary and confidential information.
The reproduction, modification, translation or disclosure to third parties of this document (in whole or in part) is
strictly prohibited without the prior written permission of Kolimorgen.

Copyright © 2009-2026 Regal Rexnord Corporation, All Rights Reserved.

PCMM2G

The PCMM2G’s Operating System (OS) and boot loader (U-Boot) are based on free and open-source software.

» The individual copyright notices, license texts, and disclaimers of warranty for the software components
are located in the controller, under the directory: /usr/share/common-licenses/.

o For more information about accessing the PCMM2G’s files, see SSH Login to a Controller.

o The OS, bootloader, and their software component's source codes including modifications, copyright
notices, license texts, disclaimers of warranty, and the compilation scripts to build the OS image are
available at the Kollmorgen webpage PCMM2G Operating System (OS) License Sources.

o The OS image and its corresponding sources file is identified by an "OS-Sources" designator, followed by
its version number: OS-Sources-X.XX.X.XXXXX.

« The compilation scripts and sources file are available at the Kollmorgen webpage PCMM2G Operating
System (OS) Build Sources.

o See PCMM2G - File Naming Conventions in the KAS online help.

Kollmorgen Trademarks

Regal Rexnord and Kollmorgen are trademarks of Regal Rexnord Corporation or one of its affiliated companies.

These trademarks or tradenames are owned by or under the control of Regal Rexnord Corporation or any of its
affiliates:

o AKD
o KAS
« PCMM2G

Other Trademarks

These trademarks or tradenames are not owned by or under the control of Regal Rexnord Corporation or any of
its affiliates:

o EnDat, Dr. Johannes Heidenhain GmbH.

o EtherCAT, Beckhoff Automation GmbH.

o EtherNet/IP Communication Stack: copyright (c) 2009, Rockwell Automation.

o EtherNet/IP, ODVA, Inc.

o HIPERFACE, Max Stegmann GmbH. .

» PLCopen, an independent association providing efficiency in industrial automation.
o PROFINET, PROFIBUS Nutzerorganisation e.V.

o SIMATIC, Siemens Aktiengesellschaft (Joint Stock Company; Germany).

e Windows, Microsoft Corporation.
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Licenses

Kollmorgen Automation Suite is based on the work of:

o 7-zip (distributed under the terms of the LGPL and the BSD 3-clause licenses - 7-zip - License).

o C++ Mathematical Expression Library (distributed under the MIT License).

« civetweb: Embedded C/C++ web server software (distributed under the MIT License).

« curl software library (distributed under the curl license).

« jsoncpp software (distributed under the MIT License - see jsoncpp License).

« Microsoft Edge WebView?2, licensed under the Microsoft Edge WebView2 Runtime LICENSE.

e Mongoose Library software (distributed under the MIT License - see Mongoose license).

« Qt Framework cross-platform SDK (distributed under the terms of the LGPL3; Qt source is available on
KSN).

» the Qwt project.

« U-Boot, a universal boot loader is used by the AKD PDMM and PCMM (distributed under the terms of the
GNU General Public License 2.0).

« Zlib software library (distributed under the Zlib License).

Disclaimer
Technical changes which improve the performance of the device may be made without prior notice!

This document is the intellectual property of Kollmorgen Corporation ("Kollmorgen"). All rights reserved. No part
of this work may be reproduced in any form (by photocopying, microfilm or any other method) or stored,
processed, copied or distributed by electronic means without the written permission of Kolimorgen.

The information in this document is believed to be accurate and reliable at the time of its release. Kollmorgen
assumes no responsibility for any damage or loss resulting from the use of this help, and expressly disclaims any
liability or damages for loss of data, loss of use, and property damage of any kind, direct, incidental or
consequential, in regard to or arising out of the performance or form of the materials presented herein or in any
software programs that accompany this document.

All timing diagrams, whether produced by Kollmorgen or included by courtesy of the PLCopen organization, are
provided with accuracy on a best-effort basis with no warranty, explicit or implied, by Kollimorgen. The user
releases Kollmorgen from any liability arising out of the use of these timing diagrams.
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Support and Services

About Kollmorgen

When you need motion and automation systems for your most demanding applications and environments, count
on Kollmorgen - the innovation leader for more than 100 years. We deliver the industry’s highest-performing,
most reliable motors, drives, AGV control solutions and automation platforms, with over a million standard and
easily modifiable products to meet virtually any motion challenge. We offer manufacturing facilities, distributors
and engineering expertise in all major regions around the world, so you can bring a better machine to market

faster and keep it profitable for many years to come.

Kollmorgen Support Network

See the Kollmorgen Support Network for product support, product

Kollmorgen
Support Network

Kollmorgen Support Locations

North America
Kollmorgen Corporation
201 West Rock Road
Radford, VA 24141, USA

Web: www.kollmorgen.com

Email: kollmorgen.support@regalrexnord.com

downloads, knowledge base answers, and information.

Tel.: +1-540-633-3545
Fax: +1-540-639-4162

South America

Altra Industrial Motion do Brasil
Equipamentos Industriais Ltda.
Avenida Joao Paulo Ablas, 2970
Jardim da Gléria, Cotia — SP

CEP 06711-250, Brazil

Web: www.kollmorgen.com
Email: kollmorgen.contato@regalrexnord.com
Tel.: (+5511)4615-6300

=1
M,

Europe

Kollmorgen Europe GmbH
Pempelfurtstr. 1

40880 Ratingen, Germany

Web:
Email:

www.kollmorgen.com

Technical.Support. EU@regalrexnord.com
Tel.: +49-2102-9394-0

Fax: +49-2102-9394-3155

China and SEA

A&S Industry Technology (Tianjin) Co., Ltd.
Room 302, Building 5, Libao Plaza,
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